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1 IlepeyeHb IJIAHUPYEMBIX Ppe3y/IbTAaTOB O0yYeHHs MO JUCLHHUIUIAHE, COOTHECEHHBIX C
IUIAaHUPYEMbIMH pe3y/IbTaTaMHU 0CBOEHHs 00pa30BaTe/IbHOM MPOrPaMMbI

1.1 [MucoummHa «TexHosoruu 3amyThl HHOPMANUMH B aBTOMAaTH3HPOBAaHHBIX
HH(OPMAIHOHHBIX CHCTeMax» of0ecneunBaer (JOpMHUPOBaHUE C/IEAYHOIIUX KOMIETEHI[UH C
y4€TOM MHAUKATOPOB UX /JOCTH)KEHHUS

KO,Z[, HAMMEHOBAaHHEe KOMIIeTeHIIUH KO]I[ HHAUKATOPA KOMIIETECHIIUHN

OIIK-1 CriocobeH 060CHOBBIBAaTh TPeOOBaHUS K CUCTEME
obecrieueHrst THGOPMALIMOHHOM 6€301MaCHOCTH U
pa3pabaTbIBaTh MPOEKT TEXHUUECKOTO 3a/laHUsI Ha ee
co3/jaHue

OIIK-2 CriocobeH pa3pabaTbiBaTh TeXHUYECKU TIPOEKT
cucTeMbl (TIOACHUCTEMBI TUOO KOMITOHEHTA CUCTEMBI) OIIK-2.1
obecrieueHust THPOPMALIMOHHOM 6e3011aCHOCTH
OIIK-4 CriocobeH ocy1ecTBasTs cOop, 00paboTKy u
aHa/IM3 Hay4YHO-TeXHUYeCKOH MH(OpMaLUU 110 Teme
WCCJIeJOBaHMsI, pa3padaThIBaTh M/IaHBI ¥ TPOTPaMMBbI OIIK-4.1
NIpOBe/leHNs] HayYHBIX UCC/Ie/JOBaHUN U TeXHUYeCKUX
pa3paboToK

YK-2 CriocobeH yrpaBisTh POEKTOM Ha BCEX 3Tariax
€ro >KU3HEHHOI'0 LIMKJ/1a

YK-6 CriocobeH orpeie/isiTb ¥ pean30BbIBaTh
TIPUOPUTETHI COOCTBEHHOM JIeSITeTbHOCTH U CIIOCOOBI ee YK-6.2
COBEepILEHCTBOBAaHUS HA OCHOBE CaMOOLIEHKU

OIIK-1.2

YK-2.2

1.2 B pe3yibTaTe 0CBOeHHS JUCIUIIMHBI Y 00yYarOIIMXCA AO/DKHBI ObITH C()OPMHUPOBAHBI

Kopg
CopepxaHue HHAUKATOPA Pe3yabTaT 00yuyeHust
HHAMKATOpa
3HaTh MeTO/bl TEXHOIOTUM
pa3paboTKH MpOrpaMMHOI0
obecrieueHw st /151 UCTIO/Tb30BaHKS B
rpodeccroHanbHON JesiTeTbHOCTH.
BnasieeT TeXxHMKaMu OCBOeHHSI | YMeTb pelllaTh HeCTaH/lapTHbIe
HOBBIX METO/IOB, TIO3BOJISIIOLLMX | TTpodecCcroHabHbIe 33/laul, B TOM
peliaTh pogeccoHaIbHbIe YyKCJle B HOBOW WM He3HAKOMOM cpefie
3a/jlauu, CaMOCTOSITE/IbHO C IPYMEeHEeHNeM TeXHOJIOTHH
OTIK-1.2 WCT0/Ib30BaTh MOTeHLIAA pa3paboTku MIPOrpaMMHOTO
' MHTEerpupOBaHHbBIX 3HaHUU 711 | oOecrieyeHusl.
OCBOEHHs1 HOBbIX o0siacTel 1 BnapeTb HaBbIKAMU: TEOPETUUECKOTO
COBepIIIeHCTBOBAHHSI YPOBHS Y 9KCIIepUMEeHTaIbHOTO UCCe/JOBaHUs
cBoel KBamM(pUKaLIMOHHOM 00BeKTOB TIpodeCcCOHaTBHOM
MO/ITOTOBKU JlesiITe/IbHOCTU C TIPUMeHeHHeM
TeXHOJIOTHH pa3paboTKu
MPOrpaMMHOTO 0OecrieueHusi, B TOM
yucsie B HOBOW WM HE3HAKOMOU
cpefie.
OIIK-2.1 Opranu3syeT U OCyLLeCTBJISIeT 3HaTb MeTO/bl TEXHOJIOTUM
KOHTPOJIb 3a IMPOEKTUPOBAaHUEM | pa3pabOTKH ITPOrpPaMMHOTO
CJIOYKHBIX CHCTEM M KOMIUTEKCOB | obecrieueHust //isi pa3paboTKu
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yripaB/ieHus1 “HGOPMaI[MOHHOM
6€e301MacHOCTBIO C yUETOM
ocobeHHOCTeN 00BEKTOB 3alTUTHI

OpPUTHHAJ/IbHBIX aJITOPUTMOB U
MPOrPaMMHBIX CPe/ICTB, B TOM UHCJIE C
HCII0/Tb30BaHHEM COBPEMEeHHBIX
WHTE/IJIEKTYaIbHbIX TEXHOJIOT UM, [JIs1
perieHus MpodeCCHOHATBHBIX 3a/1au.
YMmeTh peliath HeCTaHJapTHbIE
rpoeccroHabHbIe 33/1auM, B TOM
YKC/ie B HOBOHM UM HE3HAaKOMOM cpejie
C MPUMEHEHUEM TEeXHOJIOTHI
pa3paboTKu  MPOTrpaMMHOTO
obecrieueHwsl.

Bi1ajieTh HaBbIKAMU: TEOPETHUECKOTO
u 3KCIIePUMEHTA/TbHOTO
UCC/IeJOBaHKsI 00bEKTOB
rpoecCcroHabHOM [1eITeTbHOCTU C
TIPUMEHEeHUEeM TEXHOIOTHH
pa3paboTKH IMPOrpaMMHOTO
obecrieueHws /1S CO3/IaHMS
OpPUTHHAJ/IbHBIX aJITOPUTMOB U
TIPOrPaMMHBIX CPe/ICTB, B TOM YHCJIE C
HCTI0/Tb30BaHHEM COBPEMEHHBIX
WHTE/IJIEKTyaIbHbIX TEXHOJIOT UM, [J1s1
perieHust Mpod)eCCHOHATBHBIX 3a/1au.

Pa3pabatbiBaeT MporpamMmbl U
METOZMKH UCITBITAaHUI CPeJICTB U

3HaTh NMPOEKTHI OPraHU3aLIMOHHO -
pacropsiIUTebHBIX JOKYMEHTOB,
Ou3Hec-TI71aHOB B cdepe
rpodecCroHa/IbHOM /lesATeTbHOCTH
YMeTh CTaBUTh L€/ U HAXOJUTh
CTI0COOBI ee JOCTVKEeHHS UCTIONb3Ysi

OIlK-4.1
cucteM obecrieueHust HayuHOe Tpe/iCTaB/eHUe 0
MHGOPMALIMOHHOM 6€30MMacHOCTH | pe3y/bTaTax 3al[UThl HH(OOPMAaIUH.
Bnajers MeToMIKaMy ITOCTAHOBKU
L[eJA ¥ CITI0CO0aMU ee ZIOCTYKEHHS,
HayUYHbIMU Tpe/ICTaBIeHUSIMU O
pe3ysbTaTax 00paboTKH MH(OPMAIUH.
[Tnanupyet HeoOX0UMbIe 3HaTh OCHOBHBIE TPeOOBaHUS K
pecypchbl, B TOM UHMC/Ie C yUeTOM | Mpe/ICTaBIeHUI0 Pe3y/IbTaTOB 3all[UThI
VX 3aMeHMMOCTH; pa3pabatbiBaeT | uHpopmaruu B ACY.
T/IaH peanu3aliiy MpoeKTa ¢ YMeTh NOATOTOBUTH Pe3yJIbTaThl 10
VICTI0/Ib30BaHNEM UHCTPYMEHTOB | TeXHUYeCKOM 3aluTe WH(opmalyu, B
TJIAHUPOBAHMUSI; OCYIL[eCTB/ISIET | TOM UKCJ/Ie C yUeTOM MX 3aMeHUMOCTH;
YK-2.2 MOHHMTODPHHT XO/ia peajiM3aliii | pa3paboTath IJIaH pear3alin
MPOeKTa, KOPPeKTHUPYeT MpPOeKTa C UCT0/Ib30BaHUEM
OTKJIOHEHHUsI, BHOCUT WHCTPYMEHTOB IJIaHUPOBaHUSI.
JIOTIONTHUTEe/TbHbIe 3MeHeHUs1 B | ByiafgeTh HaBbIKaMM caMOaHa/v3a 1
TIJIaH peanv3alyy MpPoeKTa, MO>KeT MPUMEHSITh TeXHOIOTUU
YTOUHSIET 30HbI OTBETCTBEHHOCTH | 3alluThl uHGopmaru B ACY.
YYaCTHUKOB IIPOEeKTa
YK-6.2 OrnipefensieT NpUOPUTETHI 3HaTh I/IaHMPOBaHUE U OPraHU3aLui0

podeCCUOHATBHOTO POCTa U
Crocobbl COBEPIIIEHCTBOBAHUS

CBO€M JIesITeIbHOCTH Ha OCHOBE
TIPUOPUTETOB U TIOCTaBIeHHBIX LIe/Tei.
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YMeTb CTaBUTH IMUHBIE LIe/IU U
000CHOBaHHO orpejiesisieT ux
TIPUOPUTETHOCTb. SIBJISIETCS
VHULIMaTOPOM 3arpoCOB
HeJIOCTaIOMX 3HaHUH U [IOHMMaeT UX
3HAYMMOCTb.

Bnapers BonpocaMu
OpraHu3aTOPCKOM fleATeIbHOCTH
yuJacTBOBaTh B peduieKCHMU Ha TO3ULIMU
coopraHusaropa.

COOCTBEHHOM /IesTeTbHOCTH Ha
OCHOBe CaMOOLIeHKHU T10
BbIOpaHHBIM KPUTEPHUSIM

2 MecTo pauciMIuIMHbI B cTpyKType OOII

W3yueHne AWUCLUTUIMHBI « T€XHOJIOTMH 3allfUThl WH(OPMALMA B aBTOMATH3MPOBAHHBIX
MH(OPMAaIMOHHBIX ~ CHCTeMax» 0a3WpyeTcs Ha pe3y/bTaTaX OCBOEHUSI  CJIe[YIOIIUX
JOUCHUTUTMH/TIPAKTUK:  «YTIpaBjieHWe  WH(OpPMAILMOHHOW  0e30MacHOCTbIO»,  «3aluTa
TIepCOHAJTBbHBIX JIaHHBIX TIPH 00pab0TKe B aBTOMAaTU3WPOBAHHBIX MH(POPMALMOHHBIX CUCTEMaX»,
«TexHosoruu obecrnieueHust THGOPMALIMOHHOM 6€30MacHOCTH 0OLEKTOB»

JvcLuIuivHa ABSETCS MPeIeCcTBYOIIeH st AUCIIUTUTUH/TIPAaKTHK: «3aluTa 00beKTOB
KpUTHYEeCKOU MH(pOPMaLIMOHHOM MH(PaCTPYKTYyPbI», «CucreMbl MeHe)KMeHTa
WHGOPMALIMOHHOM 6e301acHOCTH», «MaTeMaTHueCKoe Mo/Ie/TMPOBaHie 00BLEKTOB U CUCTEM»

3 O0beM AUCIHMILTHHbBI

O6Bem aucHMIUIMHEL cocTaBasgeT — 5 3ET

TPpyA0eMKOCTb B aKaJeMHUYeCKHX yacax
. (OpuH akageMUyeCcKuil yac COOTBETCTBYeT 45
Buj yueGHo#1 padoThI
MHHYTaM aCTPOHOMUYECKOTO yaca)
Bcero Cemectp Ne 2
OO0111as1 TPYZA0€MKOCTh AUCIIUATITHHBI 180 180
AyIUTOpHBIE 3aHATHS, B TOM YUCJIE: 104 104
JIEKLINU 52 52
nabopatopHbie pabOThI 0 0
TpaKTUYeCKrue/CeMUHapCKUe 3aHSITUs 52 52
CamocTosTenbHast pabota (B T.4. 40 40
KYPCOBO€ MPOeKTUPOBaHue)
TpyA0eMKOCTb IPOMEXKYTOUHOM 36 36
aTTecTauuu
Bu npome>XyTOuHOM aTTecTalyu
(MTOrOoBOrO KOHTPOJISI IO JUCLIUIL/IMHE) JK3AMEH SK3AMeH

4 CTpyKTypa U co/iepKaHue JUCLUII/INHBI
4.1 CBojiHbIE JaHHbIE 110 COAEPKaHHUIO AU CLUT/IUHBI

Cemectp Ne 2

Bujbl KOHTAaKTHOH padoThI
P
| Hamveoname | G gy | 7O | o
n/n P nﬁz UIUIMHDI No Kou. Ne Ko Ne Ko Ne Kos. KOHimOJIH
AHCH ) Yac. B Yac. B Yac. ) Yac. P




1 2 3 4 5 6 7 8 9 10 11

3akoHo/iaTeNbHbIe
Mep&I YcTHbIit
VMH(OPMAaLIMOHHOM orpoc

Ge3omacHoCTH

OpraHu3alyoHHbIe
Mepbl
VH(OPMaLMOHHOH
6e3omacHoOCTH
aBTOMATHU3UPOBaHH
bIX CUCTEM

ConpoBoXxJieHre

Mep
“H(OPMaLMOHHOH YCTHBIN
Ge3omacHoCTH orpoc
aBTOMAaTHU3UPOBaHH
bIX CUCTEM

AnnapaTHo-
TeXHAYeCKoe
4 obecrnieueHue 4 5 4 5 2 5
VH(OpPMaLMOHHOH
6e30macHOCTH

Y CTHBII
orpoc

TexHnueckas
5 pasBejika 1 5 5 5 5 1 5
TIPOTUBOZENCTBIE

YcTHBIN
orpoc

[IporpammHBIe
6 MeTOZbI 3aLLUThI 6 4 6 4 2 6
vH(OpMaLH

YcTHBIN
orpoc

Tunossle
7 XakKepCKue aTaky U 7 5 7 5 3 6
TIPOTUBOZENCTBHE

YcTHBIN
orpoc

BupycHsble ataku u

VX HelTpanusanus 8 4 8 4 ! 6 Hoknaz

Kpurnrrorpaduueck
9 rie MeTO/bl 9 5 9 5
3aLUTEI

YcTHBIN
orpoc

[IporpammHo-
anrnaparHas
3allMTa ceTel B
10 aBTOMaTU3MPOBaHH 10 4 10 4
BIX
MH(OPMALIMOHHBIX
cucremMax

Y CTHBII
orpoc

KowmriiekcHoe
obecrieueHue
VMHOPMAaLIMOHHOM
1 6e30I1aCHOCTH B 1 5 1 5 3 5 YcTHBIH
aBTOMATH3UPOBAHH orpoc
BIX
HMH(OPMALIMOHHBIX

CHUCTeMax

IIpomesxyTouHas
aTTecTalys

36 OK3aMeH

Bcero 52 52 76

4.2 KpaTkoe cofiep)xaHue pa3/ie/ioB 4 TeM 3aHATHH

Cemectp Ne 2

| Ne | Tema | Kpartkoe coaepxanue




3aKoHO/jaTe/IbHbIe Mepbl
HMH(OpMaI[MOHHOU
6e3omacHOCTH

B undopmartiionHol chepe 0CHOBY
MH(POPMAaLIMOHHOM 6e3011aCHOCTH COCTaB/ISIFOT HOPMbI
Koucturyruu P® o npase KaXXz0ro Ha
HEeTPUKOCHOBEHHOCTb YaCTHOM >KU3HU, JINUHYIO U
CeMelHYI0 TaliHy, 3al[UTy CBoel uectu U 106poro
“MeHH (4. 1 cT. 23), a TaK)Ke Ha TaliHy MepernucKHy,
Tesie)OHHBIX T1eperoBOpoB, OYTOBbIX,
TesierpadHbBIX ¥ UHBIX CO00IeHu# (U. 2 cT. 23).
Konctutynus P®  mpososriamiaer
He/IONyCTUMOCTD pasrJallieHust MHpopMaLyy,
KOTOPOI 00MeHUBaroTCs Mexay coboit moau. Bes ata
vH(OopMaLYs He J0/DKHA TI0IBepraThesi LieH3ype.
PaboTHUKH opraHu3arLui,
00C/Ty>KUBaroIIe KaHa/lbl KOMMYHUKALUH,
JIO/DKHOCTHBIE U MHbIe O(ULIManbHbIe THLa
(cnemoBatenu, TIOHSIThIE, PUCYTCTBYIOLIME TIPU
BbleMKe KOPpPeCIOH/IeHIIUH, U T.I1.)
HecyT oTBeTCTBEHHOCTh 3a pasrJiallieHue Co/lepyKaHus
KoppecroH/ieHIIMid. HopMaTHuBHO-3aKOHO/aTebHas
6a3a nHpOpMaLIMOHHOM 6e3011aCHOCTH SIBJISIETCS
YacThbIO BCEro KoMIuieKca MH(pOpMalioHHOM
6e3omacHocTy. B cocTaB 3ToM 6a3bl BXOJUT BeCh
KOMI/IEKC HOPMaTUBHO-TEXHUUECKUX ¥ HOPMaTUBHO-
MeTOAUUYECKUX JOKYMEHTOB 10 3alljuTe WHPOPMaLMK.
Pa3nmuuarort:
- 3aKoHO/aTe/bHbIe aKThI U 3aKOHBI PD;
- [Tocranosnenuss IlpaBurtensctea  PO;
- Hoktpunbl Poccuiickoit @ezepariyu B 061acTu
3aIUThl MHGOpMaLUY;
- HopmatuBHO-MeTouecKue J0KyMeHThbl 10
3aiuTe UH(GOpMaLuy;
- OKyMeHTBbI ~ yTIOJTHOMOYEeHHBIX
(henepanbHBIX OPraHOB;
- HatmoHaibHbIe CTaHAAPTHI B 00/1aCTH 3aIIUTHI
MH(pOopMaLy;
- MeskayHapo/iHbIe CTaHJAPThI B 00/1aCTH
3aIUThl MHGOpMaLUY;
- MeskayHapo/iHbIe CorJiallieHusi B 06/1acTu
3aIUThI HH(OPMAaLUH.
PaccmoTpuM Hanbosee BaxkHelIe U3 HUX. Kak Ob110
yKa3aHo paHee, repBasi COCTaBJISAOLast
roCyJapCTBEeHHbIX MHTePeCOB B MH(OPMaI[MOHHOM
cdepe BKIIOUaeT B cebst obecrieueHue
KOHCTUTYLIMOHHBIX MpaB U CBOOO/ Tpa’kJjaHUHA B
obs1acTu mosryyeHust “HGOPMAL|U U T10/Tb30BaHMUS €10.

OpraHu3alyoHHbIe Mepbl
vHGbOpMaLMOHHOM
6e3omacHoCcTU
aBTOMATU3UPOBAaHHBIX
CUCTEM

OpraHu3aloOHHbIe Mephbl SIBJISIFOTCS] TOM OCHOBOWM,
KOTOpast 00beIUHSIET pa3/InUHbIe MePhI 3allUThI B
eIMHYI0 cucteMy. JloCcTiKeHre BEICOKOTO YPOBHS
0€e301acHOCTA HEBO3MOXKHO 03 IPUHATHS JI0/DKHBIX
opraHu3aloHHbIX Mep. C 0JHOM CTOPOHBI, 3TH MepPbl
JIO/DKHBI OBITh HarlpaB/ieHbl Ha obecrieueHue
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MPABWILHOCTU (PYHKIIMOHUPOBaHUSI MEXaHHU3MOB
3aLUThI Y BBIMOTHATHCA a[MUHUCTPAaTOPOM
6e3omacHocTu cucteMbl. C Ipyroii CTOPOHBI,
PYKOBO/ZICTBO OpraHM3aliy, SKCILTyaTHpYoLel
CpeZiCTBa aBTOMaTHU3aLMH, OJDKHO perjiaMeHTUPOBaTh
TipaBU/Ia aBTOMaTU3MPOBaHHOM 06paboTKu
vH(bOopMalLlvK, BK/IFOYas U MpaBuiia ee 3alliUThl, a
TaK)Ke YCTaHOBUTb Mepy OTBETCTBEHHOCTH 3a
HapyllleHre 3TUX npaBwi. OpraHu3aloOHHOe
obecrieueHre 3aK/TFOYAeTCs B perjaMeHTaLn
B3aMMOOTHOLLIEHUI UCTIOJIHATE/IeH Ha HOPMAaTUBHO-
TIPaBOBOM OCHOBe TakKUM 06pa3oM, uTo
pasriailieHue, yTeukau
HeCaHKL[MOHUPOBaHHbIM JOCTYI K UH(OpMaLUU
CTaHOBUTCSI HEBO3MOXKHBIM WJIH OY/IeT CYIleCTBEHHO
3aTpy/iHEH 3a CUeT NMPOBe/ieHUs] OpraHr3alOHHbIX
MeponpuaThii. K OCHOBHBIM OpraHu3aliuOHHbIM U
PE>KMMHBIM MepOTPUSATHSIM OTHOCSITCS:
- [TpuBneueHye K IPOBE/IEHUIO PabOT IO 3aIUTe
vH(pOpMaLMy OpraHu3aLvii, UMeIOLMX TULIeH3UI0 Ha
JIesTe/TbHOCTh B 00/1aCTH 3a1yThl MHPOPMAIUH,
BbIIAHHYIO0 COOTBETCTBYIOLLMMY OpPraHaMu;
- KareropupoBaHue U aTTecTalysi 00beKTOB
TEeXHUUYECKHX CPe/ICTB Mepesiauu UH(QOopMaLuu
(TCIIN) u BbIAE/IeHHBIX [1/151 TPOBE/IeHUSs 3aKPBIThIX
MepOoNpUSTUN MoMellleHUH (fianee BblJeNeHHbIX
MOMeI|eHH) 0 BBITIOJIHEHUIO
TpeboBanuii obecrieueHus 3alUThl UHGOPMAIUK TIPU
TIpOBe/IeHUH PaboT co
CBeZIeHUSIMU COOTBETCTBYIOLIIEN CTeNeH!
CEKpPeTHOCTH;
- Vcnonb3oBaHue Ha 0ObeKTe
cepruduipoBanHbix TCITU 1 BcrioMorateibHbIX
TeXHUUeCKux cpefcTs U cuctem (BTCO);
- YcTaHoB/IeHHE KOHTPOIMPYEMOU 30HbI BOKPYT
00BeKTa;
- [TpuBneueHue K paboTam 1Mo CTPOUTENTLCTBY,
peKOHCTPYKIH 00bekToB TCIIN, MOHTaxy
amnrmnapaTypbl OpraHu3alyi, UMeIOLINX JULIEH3HI0 Ha
JiesiTeTbHOCTh B 00/1aCTH 3a1MThl MHPOPMALUH 110
COOTBETCTBYHOIUM MYHKTaM;
- Opranusarnusi KOHTPOJIsI ¥ OTPaHUUYeHUe
noctyra Ha 06bekThl TCITU u
B BbIZIe/IeHHbIe TTOMeLL[eHuS;
- BBesieHne TeppuTOpHAbHBIX, YACTOTHBIX,
SHepreTUUYeCKHX, MPOCTPAHCTBEHHBIX "
BPEMEHHBIX OrPaHUUEHU B peXXKUMax UCIO/Ib30BaHUs
TeXHUUECKUX CPe/ICTB, MOJA/IEXKALMX 3al[1Te.

CornpoBoskjeHue ComnpoBoxx/ieHre Mep MH(POPMAaLIMOHHOM
Mmep 6e30MacHOCTH aBTOMaTU3UPOBaHHbIX CUCTEM
vHGbOpMaLMOHHOM BKJ/IFOYAeT:
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Oe30macHOCTH
aBTOMAaTHU3HPOBAHHbBIX
CHUCTEM

- MonwurtopuHr u ayaut. C60op u aHamu3 nHGOpMaLuH
0 COOBITHSIX B CHICTE@ME [I/Isl BBISIBIEHUS
M0/I03PUTE/TbHOM aKTUBHOCTH U MOTEHLIMATBHBIX
yrpos.

- Obyuenue nepcoHasa. [IpoBe/ieHre TPEHUHTOB U
CeMHUHapOB TI0 BOTIpocaM MHGOPMAaIIMOHHOMH
0e301acHOCTH /IJIs1 COTPY/IHUKOB, pabOTaroIUX C
CUCTEMOM.

- Vcrionb3oBaHue TeEXHUUECKUX CPeZICTB 3alllUThI.
Hanpumep, aHTUBUPYCOB, CCTeM 0OHapy»KeHHst
BTOP KeHUH, MPPOBaHUs JaHHbIX.

- ®usnyeckyto 3amuTy. OrpaHuyeHye JOCTyma K
000py/I0BaHUIO ¥ KOMITOHEHTaM CHCTEMBI C TIOMOII[BIO
OrpaXk/IeHUM, CUCTeM KOHTPOJIS I0CTYTIa U
BU/IeOHAOTIOIEHYS.

AririapaTHO-TeXHUYEeCKOoe
obecrieueHre
rH(MOpMaI[MOHHOU
Oe3omacHoCTH

[Top anmapaTHBIMU Cpe/iICTBaMH 3all{UThl TOHUMaOTCS

CriejasbHble Cpe/iCTBa, HeMOCPeACTBEHHO
BXOZSIII[1e B COCTAaB TEXHUUECKOTo obecrieueHus U
BBITIOJTHSIIOIIME (PYHKLIMU 3all[UThl KaK
CaMOCTOSITEe/IbHO, TaK Y B KOMILIEKCe C APYTUMH
CpeZiCTBaMH, HallpyMep C TTPOrpaMMHBIMU. MOXXKHO
BBI/Ie/IUTh  HEKOTOpble HanboJsiee BaXKHbIE 37IeMeHThI
arnrnapaTHOW 3allUThI:

1) 3amura oT cO0eB B 3/IeKTPONUTAHUY;

2) 3amumra ot c60€eB cepBepoB, pabOUMX CTAHITUMA
U JIOKaJIbHBIX KOMITBFOTEPOB, CETEeBbIX KapT U T..;

3) 3amumra oT cO0€eB JIMCKOBBLIX CHCTEM,
YCTPOMCTB [i/1s1 XpaHeH!sI UH(popMaluy;

4) 3ammra oT yTeuek MHOpMaLUy,

HECAHKIJMOHKWPOBAHHOI'O AOCTYIId.

TexHuyeckas pasBejika U
TIPOTHBO/IeHICTBUE

O/IHUM W3 BaXKHBIX CPeJICTB J00bIBaHUS MH(OpMAIUH
SIBJISIETCS] TEXHUUeCKas pa3Be/iKa, MpoBoAUMas C
TIOMOIIIBbI0 Pa3HOOOPA3HBIX CIeIUaTbHBIX
TeXHUUYECKUX YCTPOMCTB. Buj nprMeHsieMbIX
TeXHUYeCKUX CPeJCTB pa3Be/IKu 3aBUCUT, IIpexKze
BCero, OT (hu3MUeCcKol pUPO/ILI U 0COOEHHOCTEH
JIeMaCKUPYIOIIUX TTPU3HAKOB 00BEKTOB, SBISIOLINXCS
WCTOYHMKaMH UHGOpMaL1K.

ITo ucnosb3yembIM TeXHUYECKUM CpeJCTBaM B
TeXHUYeCKOM pa3BejiKe

Pa3nmuuarot ciefiyrome OCHOBHbIE BU/bI pa3Be/Ku:
- OnNTHUKO-371EKTPOHHYO;

- PagnosniekTpoHHY10;

- DJIEKTPOMarHUTHY1O;

- KowmribtoTepHyto;

- I'mppoakycTruyeckyto.

OnTHKO-3/71eKTPOHHAs pa3Be/Ka — 3TO pasBe/Ka C
TOMOLLBI0 BUJEOCUCTEM U ONTUUYECKUX CUCTEM C
3/IEKTPOHHBIMU CXeMaMu 00pabOTKH MOJTyYeHHBIX
M300paKeHHH.

Paj03/1eKTpOHHAs pa3Befika — 3TO MPOLecc
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noJiyueHusi HGOpMaluu B pe3y/bTarTe TipueMa 1
aHanM3a 371eKTPOMarHUTHLIX u3nyueHuii (OMMUN)
pazuoiMana3oHa, Co3/ilaBaeMbIX paboTaromyuMu
pajuosneKTpoHHbIMU cpefictBamu (POC). Takas
pa3Be/ika B YaCTHOCTU aKTUBHO MCII0/Tb30Basiach B
Benukyro oTeuecTBeHHYIO BOMHY. PagucThI
TIPOC/TYIITUBaIA 3(Up, 3aIIOMUHAIN TTIOUePK PAOOTHI
PaJIUCTOB «ITPOTUBHUKA» U T10 UX UCUe3HOBEHUIO U/
TOSIBJIEHUIO YCTaHAB/IMBA/IM MepeuC/IOKaLMI0

CWJI IPOTHBHUKA.

[IporpammHbIe MeTO/bI
3alUThl UHMOPMaLK

[MTporpaMmHas 3amura HHGOPMAIUK CBOJJUTCS K
CO3/IaHKI0 KOMITBIOTEPHBIX TIPOTPaMM, KOTOPbIe
OTPAHUUMBAIOT JIOCTYTI K MH(OPMALUU, CIEJSAT 3a eé
COXPaHHOCThIO U KOH(HU/IeHI[HATBHOCTHIO.
Bce nporpaMmHoe obecrieueHre, yCTaHOBIEHHOe Ha
KOMITbIOTEPHOM 000Dy /[0BaHWUH TTPeATIPUSTHS,
ABJISIETCS1 COOCTBEHHOCTBIO U ZIOJDKHO UCIO/Ib30BaThCs
HCKJTFOUUTEILHO B IPOM3BO/ICTBEHHBIX
1[eJIsSIX, TI03TOMY COTPY/IHMKAM 3ariperaeTcs
yCTaHaB/IMBaThb Ha Tpe[0CTaB/IEHHOM B
TI0/Ib30BaHKe KOMITBIOTEPHOM 000pYZAOBaHUM
HeCTaH/apTHOe, HeJMI[eH3UOHHOEe TIPOrPAMMHOe
obecrieueHre WK MPOrpaMMHOe obecrieueHre, He
HMeIOII[ee OTHOLIEHHUS K UX
TIPOM3BO/ICTBEHHOU JieAaTe/IbHOCTH. Eci B X0/€
BBITIO/THEHHUS TEXHUUECKOT0 00C/Ty)KUBaHUs OyzeT
0OHapy)KeHO He pa3pelIeHHOe K YCTaHOBKe
MpOrpaMMHOe 00ecrieueHre, TO OHO  /IOJDKHO
OBITH yZaseHo, a coobIIeHre 0 HapyIIeHUH
HaIpaB/IeHO PYKOBOJUTEJTFO COTPY/JHUKA U B OT/E/
3alUThl UH(OPMALUH. Bce  koMImblOTEpHI,
TIOZIK/TFOUEHHbBIE K KOPITOPATHBHOW CETH, [[O/DKHBI
OBITh OCHAII|EHbI CUCTEMOUM aHTUBUPYCHOM 3alIUThI,
YTBEP)KIAEHHOU PYKOBOAUTETIEM.
COTpYJHUKH He JOJDKHBI:
- 6/7I0KMPOBAaTh AHTUBUPYCHOEIIPOrPAMMHOE
obecrieuenue;

- yCTaHaB/IMBaTh Jpyroe aHTUBUPYCHOE
TporpaMMHOe obecrieyeHue;
- WU3MEHSITh HaCTpOMKU U

KOH(UTypaIyio aHTUBUPYCHOTO
MIPOrpPaMMHOTO 00ecTieueHusl.

TuroBble Xakepckue
aTaky U
TIPOTUBO/IEHCTBUE

B nieiom xakepom npejnouTUTe/IbHO UMEHOBATh
JWLo, CTpeMsiiieecsi  00ONTH 3alUTy
KOMITbIOTEPHOM CUCTEeMbI BHE 3aBUCHMOCTH OT TOTO,
npec/eyt0TCs 110 3aKOHY ero JielCTBUS WU HeT.
CraTHUCTHKa KOMIBIOTEPHBIX NPeCTyI/IEHUH
CBH/IETE/ILCTBYET O TOM, UTO YPOBEHb
npodecCcOHaIbHOW TOArOTOBKU XaKepa OT/INYaeTcst
yMBUTE/IbHBIM pa3HooOpasueM. IM MoXXeT cTaThb
OOBIUHBIN LITKOJIBHUK, CJTYYaliHO 0OHAPY>KUBIIHH
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MporpaMMy B3/iI0Ma Ha OJTHOM W3
CrieLMaM3UpPOBaHHBIX XaKepCKUX cepBepoB B Internet.
B To ke BpeMsi OTMeUeHO U TOsiB/ieHHe HaCTOSIIIUX
XaKePCKUX «COO0OIIeCTB», TUJePaMU KOTOPBIX
SIBJISIFOTCSI KOMITbIOTEPHbIE CTel[Ua/MCThbl BhICOUaiiiiei
KBaMMpHUKaLUU.

Xakepckasi aTaka — 3TO TOMbITKA UCTI0/b30BaTh
HEeCOBepIIeHCTBO CUCTeMbI 6@30TaCHOCTH >KePTBHI ISt
rosiyueHusi MHGOpMal[uu WM JIJis HaHeCceHUs Bpefia
cucteme. [TpuurHOM 000 yJauHON XaKepCKoi
aTaKu SIB/ISIeTCS HeJJ0OCTaTOUHasi KOMIIeTeHLIYs
a/IMUHUCTpATOpa CUCTeMbl 6e30MacHOCTH B
YaCTHOCTH, HECOBEPIIIeHCTBO TIPOrPaMMHOTO
obecrieueHust U cjlaboe BHUMaHUe K BOTIpOCaM
0e30MacHOCTY OpraHU3aL[y WK 110J/Ib30BaTesIsl B
L[eJIOM.

BupycHsle ataku 51
WX HeuTpanu3aius

BupycHble aTaky OCy1L{eCTB/ISIOTCS C TIOMOLLBIO
KOMIbIOTEPHBIX BUPYCOB

(KB). KomnbroTepHbIMM BUpyCaMU Ha3bIBatOTCS
camMopa3MHO KaroL1ecsl IpOrpaMMBl, CO3/JaHHbIe [i7Is
paspylLlIeHHs JIoTu4eckor cTpyKTypsl I1K,
YHUUTO)KEHHSI ero IIporpaMMHOr0 obecrieueHusl,
CO3/aHUST TIOMEeX WJIU TTOJTHOM OJIOKMPOBKU PabOThI
I1K, a Takxe /151 HECAHKLIMOHMPOBAHHOI'O ChéMa
(BopoBcTBa) MH(MOpPMALIWH.

OCHOBHBIMU MyTSIMU IPOHUKHOBeHUs BUPYCOB B [TK
SIBJISIFOTCS] CheMHbIe JUCKH, TIePeHOCHBIe )KeCTKHe
[MCKH, KOTOPbIe UCIIO/Ib3YHOTCA /IS [lepeHoca
6osnbimoro oobema c ITK Ha gpyroli la3epHBIN JUCK U
KOMIIbIOTEPHbIE CETH.

Ecmm Bupyc nomnan B [1K, To BaxkHO OBICTPO ero
06Hapy>KuUTh (OZMH U3 MIPUHLUIIOB — YeM paHblile
0os1e3Hb BhISIB/IEHA, TEM JIerue JIeUuTh).

Kpurnrorpaguueckue
METO/IbI 3allIUThI

Kpunrorpadguueckre MeTo/ibl 3al[dThl THGOPMAaLUU
— 3TO CrielvaabHble MeTO/IbI ITM(PPOBaHUS,
KO/IMPOBaHUs UM MHOTO  TIpeoOpa30oBaHMUs
MH(OpMaLMy, B pe3y/bTaTe KOTOPBIX ee coJiepKaHne
CTAaHOBUTCS  HEAOCTYITHBIM Oe3
TIpe/IbsIB/IEHUS] K/TFOUa KPUIITOTPAaMMbI U 00paTHOTO
ripeoOpa3oBanus. Kpunrorpaduueckuii MeTo[
3aIIUThI, 0e3yC/I0BHO, CaMbIid Ha/Ie>KHBIN METOZ
3alUTHI, TaK  KakK OXpaHseTcs
HerocpeJiCTBeHHO cama MHopMalys, a
He poctyn Kk Heli (Haripumep, 3aiM@poBaHHbIN daiia
HeJib3s TIPOYeCTh JlaXke B C/lyuae KpaXku HOCHUTeJIs).
[JanHbIN MeTO/] 3al[UThl peanu3yeTcs B BUjie
rporpaMM UM raketoB niporpamm. IlludpoBaxue —
ripeoOpa3oBaTebHBIAIIPOLIECC: UCXOAHBIN TEKCT,
KOTODbII HOCUT TaK)Ke Ha3BaHWe OTKPBITOTO TEKCTa,
3aMeHsieTcs M poBaHHBIM TeKcToM. [ermdpoBaHue
— 0OpaTHBIH MU(POBAHNIO

11




TIPOIIeCC, Ha OCHOBe K/TtoUa MTM(POBAHHBIN TEKCT

nipeobpasyeTcs B McxoAHbIi. Kitou — nHpopmarus,

HeoOxouMast [ijist OecIipernsTCTBeHHOTO
mdpoBaHus U JieliipoBaHUs TEKCTOB.

[ITudpoBaHe JAHHBIX MOXET OCYIE€CTB/ISITHCS B

peXxumax On-line (B TeMrie
MOCTYTIIEHUST

vHbopmaiyn) u Off-line (aBTOHOMHOM).
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IIporpammHo-
arrapaTHasi 3aluTa

ceTel B
aBTOMAaTH3UPOBAHHbBIX
MH(POPMaLIMOHHBIX
cucTeMax

Pabora c ceTbI0 HasaraeT CBOM 0COOEHHOCTH
MporpaMMHO# 6e301acHOCTH,
TTOCKOJ/TbKY UMEHHO uepe3 KOMMYHUKAIK CeTeil
TIPOMCXOUT HauOOoJIbIIIee
YKC/I0 BUPYCHBIX XaKepCKUX aTak. [ljist Hauarsa
Heo0X0/IMMO TIPUBECTU KpaTKYyo
CTIpaBKy, KOTOpasi MOYKET TOHAZI00UThCS /1/Ist
TIOHMMaHUs JAHHOTO MaTepuasa TeM, KTO He 3HaKOM C
CeTeBbIMU TEXHOJIOTUSAMH. Te, KTO 3HAKOM C HUMH,
MOTYT TIPOMYCTUTD 3Ty YacTb, IOTOMY UTO BCE JaHO
TOJIBKO B 0a30BbIX MOHATHSX 0€3 TeXHUUEeCKUX
JleTaneut Bcsi MH(OpMal[usi B CeTH TiepefiaéTcst
rakKeTtamy, T.e. "TiopLusMu”. Y rakerta eCTb ajpec
OTIIPaBUTEJISI, TIOTyYaTesisi, TOPT OTIIPABUTEJISI U TIOPT
ToJTyuaTesisi, a TaK’Ke HEKOTOPbIe IPyTHe CITy>KeOHbIe
JlaHHBIe. TIaKeThl MOTYT OBITh ()parMeHTUPOBAHDI, T.€.
O/TUH TIaKeT MOXKeT ObITb Pa30UT Ha HECKOJIBKO
(dbparMeHTOB U OTITPaBJieH B TAKOM BHUJIE.
Wudopmarus o pparmeHTarpu f00aBiseTcs K
CJ1y>keOHOM, TT03TOMY KOMITBIOTep-TIoTyJaTesib 3HaeT,
Kak IMPaBWIbHO cOOpaTh (parMeHTHI B OIVH TTAKeT.
1711 mMOHMMaHUs MaTepyasia YKakeM TP TUTIA TTaKeTa:
TCP; UDP; ICMP. CBsi3b MeXJly ABYMs
KOMIIbIOTEPaMU B MO/IeJIN K/TMeHT-CepBep: KIUeHT
TOChLIaeT cepBepy Ha OTKPbIThIM NOpT SYN-naket
(t.e. [TakeT, y KoToporo ycraHoB/eH ¢uiar SYN), Ha
uyto cepBep oTtBeuaeT SYN/ACK-nakeTom (B TOM
CJlyuyae, ec/id OH TOTOB YCTaHOBUTh COe/IMHEHME),
rocJjie 3Toro KiaueHr rnoceiiaeT ACK-nakeT, U CBsI3b
CUMTAeTCsl YCTaHOBIEHHOU. JTO 3/ileMeHTapHast
MO/IeJTb, KOTOpasi MOXKeT TIOHAZI00UTHLCS [/l TIOHSTHS
HEKOTOPBIX aTak, 3a 6osiee mogpoOHOI HHbOpMaIHei
HY>KHO 00paTHUThCS K CITPABOYHUKY I10 CETEBBIM
TEXHOJIOTUSIM.
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KowmrmnekcHoe
obecrieyeHue
vHGbOpMalMOHHOM
0e30I1acCHOCTH B
aBTOMaTU3UPOBAHHBIX
rH(MOpMaI[MOHHBIX
cUCTeMax

B nocnegHue rospl Ha CMeHy MOJTyCUCTEMHOMY
MPUXO/IUT KOMIUIEKCHBIN MOJXO0, K OpraHu3alyu
3auThl MHGopMalmu. [s 3Toro nogxoza
XapakKTepeH B3IJIsJ Ha 3alMTy UH(OPMAaLMY KakK Ha
HeTpepbIBHbIN MPOLIECC, OCYLeCTBIISIEMbIN Ha BCeX
jTarnax >KU3HEeHHOT'0 1JUK/la aBTOMaTHU3HMPOBAHHBIX
CUCTeM C TIOMOLLBbI0 UCTI0/Ib30BaHUS BCEX
VMMEIOLUXCS CPEe/ICTB 3all[UThl, IPUYEM BCe
WCII0/Ib3yeMble CPeJICTBA M MeTO/Ibl 00beJHEHBI B
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e/IMHYI0 CUCTEMY, O/THOW U3 OCHOB
(GYHKLMOHUPOBaHUSI KOTOPOU SIB/ISIeTCs CO3/jaHHast Ha
3TOM 3Tarie HOPMaTHBHO-TTPaBOBast 6a3a 3aIUThI
uHpopmauumu. K yka3aHHBIM CpeicTBaM OTHOCSITCS
3aKOHBI, CTaHZAPTHI U APyTHe HOPMaTUBHO- MIPABOBLIe
aKThl, perjaMeHTUPYIOILIKe paBusia oOpalleHusi C
3amuiaemMoi nH$opMalel 1 SBIsIOLIMecs
o0si3aTesbHBIMU [i7151 cobmoieHust. Pacivpsiercst
TUMU3aLUs U CTaHJapTH3allUsl POeKTHBIX pellleHunH,
CTpeMJieHUe K anmapaTHOW peanu3aliud QyHKLMM
3allUThl, TIepexo; Ha MOTOYHO-UH/YCTpHabHbIe
TIPUHLUITBI IPOM3BO/CTBA U UCITIO/Tb30BAHUSI.
OTueT/IMBO MPOCMATPUBAETCS TEH/IEHIIVS BBIPAOOTKH
Y peasiM3al{i¥ KOHLeMLIWY 3alllMThl, HarpaB/eHHOM Ha
pellieHHe TpeX K/IacCOB 3a/lay — 3a/lay aHa/ln3a,
CUHTe3a M yrpaB/eHusl. 3a/ilaua aHa/ir3a 3aK/Ir04yaeTcst
B 00BEKTUBHOM OIIeHKe TTOTEHIATBHBIX YTPO3
MH(pOPMaLIMK U BO3MOKHOTO yiiiepba oT ux
NposiB/IeHus1. 3a/lauM CUHTe3a — Orpe/iesieHre
HanbOosee 3¢heKTUBHBIX (GOPM U CITOCOO0B
OpraHu3ali MexaHHU3MOB 3all{UThI. 3ajjaue
yTipaBJieHus siBJisieTcs obecreueHre paliiOHaILHOTO
VICTI0/Ib30BaHUsI CO3JJaHHBIX MeXaHU3MOB 3alllUThl B
riporjecce 06paboTKU 3aiuiiaeMoil HGOopMaLKu.

4.3 IlepeueHb /1abOPaTOPHBIX PadoT

JIabopaTopHbIX paboT He TIPeyCMOTPEHO

4.4 IlepeyeHb NPaKTHUYECKHX 3aHATUHN

Cemectp Ne 2

Ne TeMbl NIPaKTHUeCKUX (CeMHHAPCKUX) 3aHATHI

Ko/1-Bo akajieMmuuecKux
4acoB

0e30r1acHOCTH

3aKoHO/aTe/bHbIe Mepbl HH(OPMaLMOHHON

5

OpraHu3alLoHHbIe Mepbl THPOPMAaLIMOHHOU
6e30MacHOCTH aBTOMaTU3UPOBaHHbIX CUCTEM

ComnpoBox/jeHre Mep UH(POPMAaLIMOHHOU
6e30MacHOCTH aBTOMaTU3UPOBaHHbIX CUCTEM

ArnmapaTHO-TeXHUUYeCcKoe obecrieueHre
WHGbOPMAaI[MOHHOHN 6e3011aCHOCTH

TexHuueckas pa3Be/iKa U HpOTI/IBOAEI‘;ICTBI/Ie

[TporpaMMHBbIe MeTO/IbI 3alUThI UH(OPMALIUU

Tunosele XdK€pCKHE dTdKU U HPOTI/IBOAEI‘/JICTBI/IE

BupycHble aTaku 1 UX HeWTpaau3aLus

Oy |u1| &

KpunTorpaduueckre MeTo/bl 3aLLIKTEI

|k~ |j01| Ul

cCucremMax

[IporpamMHoO-anmnapaTHas 3aijuTa ceTeii B
10 aBTOMAaTU3UPOBaHHBIX UHPOPMALIMOHHBIX

i
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KowmriekcHoe obecrnieuenrie MHGOPMALIOHHOM
11 6e30MacHOCTY B aBTOMaTU3UPOBaHHBIX 5
MH(POPMAaLIMOHHBIX CUCTEMax

4.5 CamocTrosTesTbHasA padora

Cemectp Ne 2

Ne Buj CPC Koi-Bo akapeMuueckux
4acoB
1 [ToaroToBKa K NpakTUUeCKUM 3aHSITUSIM 18
(y1abopaTopHBEIM paboTam)
2 PacueTHo-rpadruecKre ¥ aHaJIOTMUHbIe PabOThI 11
3 PenteHne crierjyanbHBIX 33/1a4 11

B xojie npoBeieHNs 3aHSITUM 110 JUCLUIUIMHE UCTIOJIb3YIOTCS C/eyIolle UHTePaKTUBHbIe
MeToZbl 00yUeHHs: MHTePAKTUBHBIe JIEKLUU, TPYTITIOBast AUCKYCCHS

5 IlepeueHb y4eOHO-METOJUUECKOT0 00eciedeHUsl JUCHUILTMHBI

5.1 MeToanueckue yKa3aHUA /1A 00yUYarOIUXCSA 110 0CBOCHHUIO JUCLUILIMHBI
5.1.1 Meroauueckue yKa3aHus /i 00yUJarOIUXCA M0 NPAKTHYECKHUM 3aHSITHAM
https://el.istu.edu/course/view.php?id=6885

5.1.2 MeToguueckue yKa3aHHus /IS 00yUYalOIUXCA M0 CAaMOCTOATeTbLHOM padoTe:
https://el.istu.edu/course/view.php?id=6885

6 @DoHJ OLEHOUHBIX CPeACTB AJIsi KOHTPOJIA TeKylleill ycrneBaeMOCTM U TPOBe/eHUsl
MPOMEe)XyTOUHOM aTTeCcTaliu Mo AUCIUIIUHE

6.1 OreHouHbIe CpeCTBA A/ IPOBeAeHUsA TeKyIero KOHTPOJIsA
6.1.1 cemecTp 2 | YcTHBII onipoc

OnucaHue npoueaypsbl.

ITpoBeseHue ycTHOro onpoca B (GopmMe «BOIPOC-OTBET»

KpuTtepun oueHuBaHus.

OTBET PacKphIT MOJHOCTEIO 8-10 6asioB

OTBET PAaCKPBIT YaCTUYHO 4-7 GasiioB

nMeeT TOJIbKO 00I1iee TipezicTaBeHre o pobieme 2-4 6aioB
He oTBeTU/1 — 0 HasioB

6.1.2 cemectp 2 | loknaz,
OmnucaHue npoueaypsbl.
[Ty6/imuHOe BBICTYTI/IEHHE T10 TeMe /I0K/IaZia C UCTI0/Ib30BaHHEM TIPe3eHTal|H.

KpuTepuu onieHUBaHM.
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O1eHKa [0K/IaZia onpe/iesisieTCsl Ce[yOIUMUA KPUTePUsIMU:
dbopmynmpoBKa Lienu U 3asay rpoekra — 30 6.;----

KaueCcTBO aHa/M3a 1 000CHOBaHKE BBIBOIOB 10 TeMe mpoekTa — 30 6.;
JIOTHKA ¥ CTPYKTYpa Mnpe3eHTaluu Aoknazaa — 20 6.;

KayecTBO oopmyieHus npe3eHTtanyu — 10 6.;

opraHu3aiius peuu Joknagurka — 10 6.

Kpurtepuu o1ieHKH 3a /I0K/I1a/] OTIPeIe/ITIOTCS 110 UKUC/Ty OasijioB 3a 3allUTy BhITYCKHOU

aTTeCcTalOHHON paboThI:----

MeHee 54 0. — HeYy/J0BJIETBOPUTENBLHO;
oT 55%-74 6. — y0B/IeTBOPUTENTHHO;

ot 75%-84 6. — xoporo;
oT 85% -100 6. — oT/IMYHO

6.2 O1jeHOYHBbIE Cpe/CTBA J/Is1 MPOBe/ieHUsl MPOMe)XXyTOUHOM aTTeCcTaluu

6.2.1 Kpurepun wu

KOMIIETEHIIMH B PAMKdAX l'lpOME)KyTO"IHOI‘/'I aTTeCTaluu

cpeacTBa (MeTojbl) OLIEHMBAHUA WH/JUKATOPOB /[JOCTH)KEHUS

NHaukaTop AOCTKeHUs
KOMIeTeHI|MH

Kpurtepuu oneHUBaHUA

CpeactBa
(MmeToABI)
OLleHUBaHMSA
NMPOMe)XyTOYHOH
arrecTanuu

OIIK-1.2

1. Pa3pabarbiBaeT 3Tarbl peIIeHUs
[I0CTaB/IeHHOW  3ajlaud, BblJensAs ee
OCHOBHBIE COCTaBJISIIOLLME.
2. [TpousBoput pas3bop 3afaun c
yKa3aHWeM 3TalloB M KOHEUHBIX Liesier
HCIT0JIb3YsI HOBBbIe MeTO/bI (006paboTKH U
3alUThl  MH(OPMALMK), T103BOJISIOLIHE
peliatb  Npo(eCcCUOHa/bHbIe  3a/auu.
3. AHnanu3upyer IIyTU  pelleHus
3a/laud C WX OLIEHKOW M KPUTHYeCKUM
aHa/IM30M HeZIOCTaTKOB U JOCTOMHCTB.

YcrtHoe
cobecemoBaHue TI0
TeopeTUUeCKUM
BOTIPOCAaM  W/WJIH
BBITIOJIHEHHE
MPaKTUYECKUX
3a/laHUN.

OIIK-2.1

CriocobeH MPOZIEeMOHCTPUPOBATh
CrieliMaiu3upOBaHHbIe 3HAHUS B 00J/IaCTH
MPOEKTUPOBAHUSI  CJOXKHBIX  CHCTEM
rOCy/JapCTBEHHbIX ~ CHCTEMa  3alllUThI
nadopmatmu (I'MC); obwvekroB KUU;
00/acTh TIPpUMEHEHHUs] TIPOEKTHPYEMOM
cuctemsl 1b.

Onpoc,
cobecesoBaHue,
MPAaKTUKOOPUEHTH]P
OBaHHBIE 3a/IaHUS,
TeCTbI MMCbMEHHBIE
W/
KOMIIBbIOTEPHEIE,
JTUCKYCCHsT

OIIK-4.1

CniocobeH MPO/IeMOHCTPUPOBATh
CrieL[MaIM3UpOBaHHbIe 3HaHWs B 00/1acTu

pa3paboTKH  cHCTeM
obecrieueHust WH(OPMaIIMOHHOU
0e30I1acCHOCTH: rporpaMm u
METOAVK WCTbITAaHUH WH(POPMALMOHHBIX
CHCTEM

YcTHOE
cobecesioBaHue TI0
TEOpPeTUUYeCKUM
BOIIpPOCaM u
VH/IUBU/y a/TbHbIE
MpaKTHUeCKH1e
3a/laHus,
JTUCKYCCHSI.

YK-2.2

1. PaspabareiBaeT 3Tarbl perIeHus
3aLLUThI VMH(pOpMaL1H.

YcTHOE
cobeceioBaHue TI0
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2. [TpousBoauT pa3dop 3afiauu C | TEOPeTUYECKUM
yKa3aHWeM S3TaloB M KOHEUHBIX Liesiell | Bormpocam U
3aLLUThI vHbopMaLu B | MHAUBU/Yya/IbHbIE
aBTOMAaTHU3UPOBaHHbBIX TpaKTHUYeCcKue
MH(GOPMaLIMOHHBIX CHUCTeMaX. 3a/aHusl.

YK-6.2 OddeKTUBHO T/IaHUPYeT W OpraHu3yeT | Y CTHOe
CBOIO  JesATesibHOCTb.  CTaBUT | cobecefioBaHHe TIO
JTMYHBIE LeJin u 000CHOBAHHO | TEOPETUUECKUM

oripeziessieT 150: TIPUOPUTETHOCTD. | BOIIPOCaM v

SABnsieTcs THULIKATOPOM 3arpocoB WH/JVBU/lya/IbHble

HEJJOCTAIOLIUX 3HAHUM U TOHMMaeT WX | MpaKTUYecKHe

3HAaUMMOCTb. Y4YacTByeT B pedieKCUU Ha | 3aJjaHusl. Bup

MO3ULIMMU COOpraHMU3aTopa. MPOMEXXYTOYHOU
aTTecTaluu —
9K3aMeH.

6.2.2 TunoBble O1|eHOUYHbIE CPeACTBA NPOMEe)XXYTOYHOM aTTecTaniuu

6.2.2.1 CemecTtp 2, TunoBbIe OL[eHOUHbIE CPeACTBA A/ IPOBejeHHsI SK3aMeHa 110
JHUCIUILIMHE

6.2.2.1.1 Onucanue npoueaypsl

1) OK3aMeH M0 AUCLIMITIMHE TTPOBOJMUTCS COTJIaCHO PACIMCaHKIO B Ha3HAUEHHOU
ayJJMTOPUH, B KOTOPYIO NPUIJIALLIAETCS K YCTaHOB/IEHHOMY Haudajly 9K3aMeHa Ipymnmna CTy/eHTOB.
2) K 3K3aMeHy [1011yCKarOTCS CTYIeHThl, KOTOpbIe BBIMIOJTHU/IU BCe NPelyCMOTPEeHHbIe
paboTHI 110 OCBOEHHIO KypCa: C/laHbl TPAaKTUUeCKre paboThI 10 BLIOPaHHOM TeMe.

3) Kak/Iplii CTYZIeHT U3 Urc/ia AOMyIeHHbIX BbIOMpaeT o/luH OW/IeT U TOTOBUTCS K OTBETY B
TeueHre He MeHee 30 - 45 MUHYT MMCbMEHHO Ha TOCTaBJIEHHbIE TPU BOIIPOCA B OusieTe.
OK3aMeH MPOBOAUTCS B JOPMe YCTHOTO OTpOca M0 3K3aMeHal[MOHHBIM OusieTam.

1. Kpunrorpaduueckue cucTeMsl ¥ X UCII0/Ib30BaHUE B VipNet. I1O VipNet.
[ToHsiTHEe IPUKIAJHON U aZipeCHON a/MUHUCTPaL1H.

2. CoBpeMeHHbIe TeXHOJIOTMHM BUPTya/lv3alyy. TexXHO/I0rny 3aliUThl B BUPTYalIbHbIX
cpejax.

3. AnmnapaTHsle K/r0uM 3aiurthel cepur HASP

4. Vcrionb3oBaHye NporpaMMHO-annapaTHbIX CpefCTB A1 3aiuTsl [10

5. BupTryanbHble 3aljuilleHHbIe CeTH: BUbI, XapaKTePUCTHUKN U BaPUAHThI pean3alyy.
6. Buzpl yrpo3 nHdopMaiiioHHoN 6e30MacHOCTH B TeJIeKOMMYHUKALIMOHHBIX CUCTeMaXx.
7 HWcnonib30BaHye anmapaTHbIX Katoueid 3aiuThl eToken 1 HASP asis 3atqutet [10 u

r“H(OpMal1H T0/Ib30BaTee.

8. MeTogpl, criocoObl ¥ Cpe/iCTBA 3aIUThl MH(OPMALUH

9. 3arura nporpaMMHOro obecrieueHust C IOMOIIIBIO armapaTHbIX Kitodeld cepun Guardant.
10. OnekTpoHHbBIe LM POBBIe cepTU(UKATHL. [IpuHIIT paboThl. @opMarsHOE ONMCaHKE.
CrpykTtypa ceptudukaTa. Poccuiickue cTaHapThl.

11. OneKTPOHHBIN K/THOU (armapaTHbId Kitou). [TpUHIUIB paboThl, KIacCU(UKaIys,
TIpUMepbI UCII0/Ib30BaHKs.

12. CeMelCTBO 37eKTPOHHBIX Kimtouert Guardant /i71s1 3al[UThI IPOTrPaMMHOT0 00ecIieueHust
OT HeCaHKL[MOHMPOBAHHOI'0 KOMIMPOBAHUS U PaClpOCTPaHeHMUs.

13.  3amurTa nmporpaMMHOr0 obecrieueHus: — OOIIHe TO[X0/bI U TIPUHIHUIIBL.

14.  AyTteHTuU(UKaLMsi, aBTOpU3ALUS, UeHTUPHUKALHS.

15. LleHTpBI cepTU(UKALIUK — Ha3HAUeHHUe, TeXHUUeCKas peanr3alysi.
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16. OcHoBbI HHPOPMAIMOHHOU Oe3omacHOCTU. [lepcoHanbHbIe JaHHbIe. 3aKOHO/|AaTeMbCTBO B
00J1aCTH 3aLUTHI IEPCOHA/IBHBIX JJaHHBIX.

17. [TepcoHanbHbIe JaHHbIE. 3aKOHOATETHLCTBO B 00/1aCTH 3aIUTHI TIePCOHABHBIX JaHHBIX.

Mopgens yrpo3 I1/1. Opranu3aliioHHO-paciopsaAUTebHast JOKyMeHTalu s no 3aujure [1/1.

18. VcTopusi KOMNBIOTEPHBIX BUPYCOB. Knaccudukariysi BUpyCOB.

19. OcCHOBHBIE NPY3HAKU [TPUCYTCTBUS HA KOMITbIOTEPe BpPeJOHOCHBIX NporpaMm. MeTto/bl

3alUTBI OT BPeZIOHOCHBIX ITPOrPaMM.

20.  AHTHUBMpYCHas 3alllMTa KOMIbIOTEPHOM ceTu. Knaccudukaiys aHTUBUPYCOB.

21. WHCTUTYTBI  cepTH(MKaTa K/roua 3/1eKTPOHHON LMGpOBOM  MOANMCH u
B/a/lesblia cepTUdUKara.

22. VHCTUTYT y[0CTOBEPSIOIIUX LIEHTPOB.

23. Oco6eHHOCTH UCII0/1b30BaHUS 3IeKTPOHHOM LIU(PPOBOI MOAMHCH.

24. 3akoHozaTensCTBO Poccuiickor Pesiepaliii 0 TEXHUYECKOM peryIrpOBaHUM.

25. [Topcucrema 3a1[yMThl KAHAIOB Tepeauu JaHHbIX.

26. 3aruTa npaB ¥ 3aKOHHBIX UHTEPeCOB CyObeKTOB MH(OPMALIMOHHOM cephl.

27.  Knaccel yrpo3 nHpopMaloHHO# 6e30mMacHOCTH.

28. OpraHu3aLyoHHbIe CTPYKTYPBI TOCY/IapCTBEHHOW CHCTEMbI 00ecTieueH st

MH(POPMaLIMOHHOM 6e30racHOCTH (peJiepanbHBIX OPraHOB UCTIOHUTEIbHOM BIACTH.

29. AIMUHHUCTPaTUBHBIN YPOBeHb 00ecrieueHHst TH()OPMAaLMOHHOM 6e3011acHOCTH.

30. OpraHu13aloHHbIe CTPYKTYPbI CUCTeMbI 0becrieueHust MHGOpMaIMOHHON 6e30macHOCTH

npeAnpusaTUs (OpraHu3saLn).

31.  KopriopaTuBHasi HopMaTvBHasi 6a3a 1o 3arure UH(GOpMaLun.

32. KomrmiekcHas cucteMa 3aliyThl MHPOPMaLMK.

33. Opranusarusi IpoMyCKHOIO Pe)XrMa Ha NpeArnpysTi (OpraHu3aluu).

34. Metozb!l pasrpaHiueHus JOCTyIIA.

35.  MangarHoe U JUCKpeTHOe yrpaBjieHUe JOCTYTIOM.

36. Pexkum ceKpeTHOCTU 1 KOH(UAEeHLIMaTbHOTO [1e/I0NPOU3BO/CTBA.

37.  Texnomnorusi SPAN (Switch Port Analyzer).

38. 3amumra uH(opMaLU Npy NMPpoBe/IeHUH COBelllaHUM 1 [IeperoBopoB.

39. 3aruTa uHMOpMaLUY TIpU paboTe C MOCeTUTe ISIMHU.

40. OCHOBHBIE IOACUCTEMBI IPOrPAMMHO-TEXHUYECKOW peanr3aliy KOMIUIEKCHOW 3aljUuThbl

VH(pOopMaL1H.

41. HopMaTBHO-MeTO[uUeCcKie JOKYMEeHTHI 10 o0ecrieueHH0 6e30macHoCTH HHpOpMaryy.

42. 3aruTa 6ecnipoBoiHbIX ceTert Wi-Fi.

43.  Awnanus ceteBoro Tpaguka cHugepom Ethereal.
44, [Moagenka arrapatHoro azpeca (MAC spoofing).

45. [Topbop 1 paccTaHOBKA Ka/[pOB.

46. MortuBaliys J06pOCOBECTHOM /leATeTbHOCTH COTPYJHUKOB.

47. IMopsizok npoBeZieHusT Cy>KeOHBIX paccie0BaHUM.

48. OpraHu3anusi MoAroTOBKY Ka/IpOB U TOBBILLIEHNsT KBaTU(pUKALIMY B 00/1aCTH
obecrieuernst HH(GOpPMALMOHHOW O€30IacHOCTH.

49.  B3/10M KpUIITO3aLUTHI.

50. OO61mue 110J10KeHus 110 KaTeropupoBaHUi0 00beKTOB MH(OpMaTH3aIHH.

51.  Tlopsizok MpoBeJjeHUs KaTeropupoBaHUsi 0ObeKTOB Ha MpeANpUITHI.

52.  Krnaccudukarys aBTOMaTU3MPOBAaHHBIX CUCTEM B COCTaBe 00BEKTOB BBIUMC/IUTETEHOMN
TeXHUKU.

53. [IpaBOBBIE OCHOBBI JIULIEH3UPOBAHUS.

54. OCHOBHBIE ITOHATHS U TTPUHLIUIIBI JIULIeH3MPOBaHUS.

55. OO6111e TI0/I0KeHUs TI0 OPTaHU3al[UH JTULIEH3UPOBaHUS.

56. ['ocynapcTBeHHasi cucTema JMLeH3UPOBaHUSA.

57. Cucrema NMLeH3UPOBaHUs JIesTeTbHOCTH B 00/1aCTH 3aIMThI TOCY/JapCTBEHHOM TaliHBI.
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58. [TpaBOBBIE OCHOBBI CePTU(MKALIMY U aTTeCTaliuy CPe/CTB 3alUThl UH(OPMALUH.

59. OcCHOBHbIE ~ HarpaB/ieHUsl U yTarbl pabor 1o CO3/IaHUI0 KOMILJIEKCHOM
cUCTeMbI Oe30TTaCHOCTH.

60. Opranusaius 1 NpoBefieHre cepTU(UKaLUU.

61. [TpyHIMI KOMIUIEKCHOTO TI0/1X0/1a K 00ecrieueHnt0 HHGOPMALIMOHHOM 6e30MmacHOCTH.

62.  KowmruiekcHoe obecrieueHrue WH(OpPMaL[MOHHOW  6e30racHOCTH.

6.2.2.1.2 Kpurepuu orjeHuUBaHHUs

Y poBierBopuTe/IbH
OT1/1MuHO Xopouro HeypoBiierBopuTe/1bHO
0
YBepeHHo u 6e3 Homyckaet 3HaeT OTBeTHI Ha /iBa He oTBeuaet Ha /iBa 1
OLIMOO0K OTBEYaeT He3HauuTeJIbHbIe BOIpOCa WU Oosiee BOTIPOCOB.
Ha BCe BOTMPOCHI OIIMOKY B OTBETe | JIOMyCKaeT OIIHMOKH B
Ounera. Ha OJVH U3 OTBeTax Ha BOMPOCHI.
BOIPOCOB, BK/IKOYast
JIOTIO/THUTEJIbHbIe
T0 pe3yJ/ibTaTaM
cobecesoBaHusI.

7 OcHOBHas yyeOHasA MTepaTrypa

1. EmenbsiHoBa H. 3. OCHOBBI TOCTPOEHUS aBTOMAaTH3MPOBAHHBIX MHPOPMAIIMOHHBIX CUCTEM :
yuebHOe T1I0co0me 1t cpeiHero rpodeccroHansHOro obpaszoBanus / H. 3. EMmenbsiHoea, T. JI.
[Tapteika, Y. 1. Tlomnos, 2007. - 416.

2. T'pubynun B. I'. KomriekcHasi cucTeMa 3aIiyThl MHGOPMALIMY Ha TIPeATPUATHH : yuebHoe
riocobue /17151 By30B M0 CITel[Ha/ibHOCTSAM "OpraHu3aiys ¥ TeXHOJIOTHS 3alyuThl HHpopManuu' /
B. I'. I'pubynuH, 2009. - 411.

8 JonmotHUTe/IbHAs yueOHas TUTepaTypa U CipaBoOYHast

1. MaremaTuueckre MeTO/[bl B aBTOMaTH3UPOBAaHHbLIX MH(POPMAI[MOHHBIX CUCTeMaX M OaHKax
JaHHBIX : 0. Hayu. Tp. / AH YCCP, UH-T kubepHeTrku uM. B. M. I'nyiikoea, 1985. - 80.

2. OCHOBBI TIOCTPOEHUSI aBTOMATHU3UPOBAHHBIX WH(POPMALIMOHHO-YITPABJISIIOIINX CUCTEM B
obs1acTy MeTpoJioruyeckoro obecrieueHus yrpa/ieHns: KauecTBoM : c0. Hayd. Tp. / BHUN
MeTpOJIOTUM U3Mep. U yIIp. cucrem, 1987. - 93.

3. MeTtozb! noBbIieHus 3¢ (eKTUBHOCTH 1 KauecTBa (YHKLMOHUPOBaHUsI aBTOMaTHU3MPOBaHHbIX
uH(popMaroHHo-ympassstomx cucreM / B. B. Kynwba, C. C. KoaneBckwid, 1. A. T'oprusze u
ap., 2001. - 343.

9 Pecypcol cetu VIHTEepHeT

1. http://library.istu.edu/
2. https://e.lanbook.com/

10 IpodeccuoHanbHBIE 0a3bl JAHHBIX
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1. http://new.fips.ru/
2. http://www1.fips.ru/

11 TIlepeyeHr WH(OPMALMOHHBIX TEXHOJIOTHUW, JIMIEH3HOHHBIX M  CBOOOJHO
pacnpocTpaHsieMbIX CHeIlHaTU3MPOBAaHHbIX MPOrpaMMHBIX CPeACTB, HH(OPMaLOHHBIX
CIIPaBOYHBIX CUCTEM

1. CmobogHO pacrpocTpaHsieMoe MporpamMmHoe obecrieueHre Microsoft Windows Seven
Professional (Microsoft Windows Seven Starter) - Seven, Vista, XP_prof 64, XP_prof_32 -
rnocraBka 2010

2. CpobopHo pacripocTpaHsieMoe TporpaMmHoe obecrieuenne Microsoft Windows Seven
Professional [1x100] RUS (npoBezeH anrpeiig ¢ Microsoft Windows Seven Starter [1x100]) -
riocraBka 2010

3. CBobogHO pacripocTpaHsieMoe TporpamMmHoe obecrieuenue Microsoft Windows Server
Standard 2008 R2 Russian Academic OPEN 1 License No Level

12 Marepua/ibHO-TeXHHUYECKoe obecreyeHUue AUCIUILTHHbBI

1. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/mbiib/kKa+ I1O

2. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/mbiib/kKa+ I10O

3. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I10O

4. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I1O

5. Pabouas cranmus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/mbIib/kKa+ I10O

6. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I1O

7. Pabouas cranmus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I1O

8. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I10O

9. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ IO

10. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k UBIT/Mbiib/kKa+ I1O

11. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k VBIT/mMbIiis/kn+ 1O
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12. Pabouas crannus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

13. Pabouas crannus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

14. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

15. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

16. M®Y FS-1128 MFP
17. IIpoektop Epson EB-W04LCD.WXGA 1280*800.3000:1.2800 ANSI Lumens

18. Cepsep CPU Intel Core i7-960/GA-X58A-UD3R/DDR-IIIDimm 2Gb/HDD 1
Tb/DVD-RW/512MB PCI-E/6n0k niut.+I10
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