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1 IlepeyeHb IJIAHUPYEMBIX Ppe3y/IbTAaTOB O0yYeHHs MO JUCLHHUIUIAHE, COOTHECEHHBIX C
IUIAaHUPYEMbIMH pe3y/IbTaTaMHU 0CBOEHHs 00pa30BaTe/IbHOM MPOrPaMMbI

1.1 AuciunyimHa «TexHooruu odecrieueHusi THPOPMALIMOHHON 0€30MaCHOCTH 00BEKTOB»
oGecrieunBaeT (OPMHpPOBaHHE C/IeAYIOIIMX KOMIIETEHIMI C y4éTOM HHJUKATOPOB HX

JIOCTHXKEeHH S

KO,Z[, HAMMEHOBAaHHEe KOMIIeTeHIIUH

KO]I[ HHAUKATOPA KOMIIETECHIIUHN

[MK-5 CriocobHOCThL MPpUHUMAaTh yJacTHe B pa3paboTke
cucreM obecrieueHrs1 THGOPMaI[MOHHOW 6e30MacHOCTU
WM WH(GOPMAaLMOHHO-aHATUTUYECKHUX CUCTEM
6e3omacHocTH

IIK-5.1

1.2 B pe3yibTaTe 0CBOeHHS JUCIUIIHHBI Y 00yYaOIIMXCA AO/DKHBI ObITH C()OPMHUPOBAHBI

Kopg,

Copep)xanue HHAUKATOpa
HHAUKATOpa Aep A P

Pe3ynbTar 00yueHus

Ocy1uecTB/sieT CUCTEMHBIN aHa/IN3
TIPUK/Ia{HOM 00/1aCTH C Lie/Ibio
IIK-5.1 BbISIB/IEHUS YI'PO3 U OL|eHKU
YSI3BUMOCTH MH(OPMaIMOHHbBIX
CUCTEM

3HaTh METOZBI TIOATOTOBKH
PeKOMeH/IaL[ii PYKOBO/ICTBY O
TIpPAaBOMEpPHOM 3alluTe OT
TIPOTHBOIIPABHBIX MTOCATATE/BECTB Ha
oObekTax MH(OPMATH3AINH, a TAKXKe
cuctemMy 1o/i6opa U 000CHOBaHUSI
TeXHOJIOTHI obecrieueHust
MHGOPMALIMOHHOM 6e301MacHOCTH B
3aBUCUMOCTH OT XapakTepa 00beKTa
vHopMaTH3aLMu.

YMeThb CUCTEMHO MOJTyuarTh,
aHa/IM3UPOBaTh U HAaKaruIuBaTh
VMH(pOpMaLHIO C 3/IeMeHTaMU
MIPOTHO3MPOBAHKS 110 BOTIPOCAM,
OTHOCSILUMCS K 6e301acHOCTH
00BeKTa; BEIOMpATh CIIOCOOBI pelieHust
TIPUK/IaJHBIX TpObemM
“H(OPMaIMOHHOW 6e30MacHOCTY;
TIPOTrHO3UPOBATh OCHOBHBIE OTMTACHOCTU
Y yTPO3bl, BO3HUKAOII[ME B TIPOLIecce
WH(OPMAaLIMOHHOTO B3aMMO/IeCTBHS.
Bi1ajieTb CUCTeMHBIM aHaIM30M
TIPUKJIaIHOM 00/1aCTH C L{eJIbI0
BBISIBJIEHHS YTPO3 U OLIEHKU
YSI3BUMOCTH MH(OPMAaIL[HOHHBIX
CHCTEM B YCJIOBUSIX CTAaHOBJIEHUS
COBPEMEHHOT0 MH(OPMALIMOHHOTO
o01ecTBa.

2 MecTo aucnuniMHbl B cTpykrype OOII

N3yuenue aucumruivHbl «TexHosmornu obecrieyeHus WHPOPMAIIMOHHON 6e30MacHOCTH
00bekTOB» 0a3upyeTrcsi Ha pe3y/lbTaTax OCBOEHUS C/IeAYIOIUX JUCLIATUIMH/TIPAKTHK:

«O6paboTKa 1 aHanmM3 HayuHOW MH(OPMALIU»



HOucturnivHa SIBJISIETCS Tipe/IIIeCcTBYOLeH il JUCLIUTUIAH/TIDAKTHK:
«[Ipov3Bo/CTBeHHasi TMpaKTHKA: SKCIUTyaTalJMOHHAasi TpakThKa», «TexXHo/lorus Co3/jaHus
3alUIIeHHbIX KHOephU3NUeCKUX CUCTEM»

3 O0beM AUCIMILIMHbBI

O0beM AMCLMIIIHHBI cocTaBisieT — 5 3ET

TPpyA0eMKOCTBb B aKaJieMUYeCKHUX Yyacax
o (OpuH akaeMUUeCKUil yac COOTBeTCTBYeT 45
Bup yueOHO# padoThI
MHHYTaM aCTPOHOMHUYECKOTO Yaca)
Bcero Cemectp Ne 1
OO0111as1 TPYZA0EMKOCTh AUCIIATITMHBI 180 180
Ay[UTOpHBIE 3aHATHS, B TOM YUCIIe: 104 104
JIEKITAU 52 52
nabopaTopHble paboThl 0 0
MPaKTUYeCK1Ue/CeMUHAPCKHe 3aHSITHS 52 52
CamocrosTenbHasi paborta (B T.u. 40 40
KYPCOBO€ MPOEKTUPOBaHKE)
TpyA0eMKOCTb IPOMEXKYTOUHOM 36 36
aTTecTaluu
Bu npome)XyTOuHOM aTTecTalyu
(MTOrOBOrO KOHTPOJISI IO JUCLIUIL/IVHE) JK3aMeH JK3aMeH

4 CTpyKTypa U cojiep)KaHue JUCLUIL/IMHbI
4.1 CBojHbIe JaHHbIE 110 COAEPKaHHUI0 AUCLUII/IUNHBI

Cemectp Ne 1

Bu/ibl KOHTAKTHOH PaboThI
N | Moo | e | b | tacew | ¢ | e
n/n b I/IIZ HUIUTNHBI Ne Kon. Ne Kon. Ne Kon. Ne Ko, KOH);monﬂ
Aucl } Yac. ) UYac. ) Uac. ) UYac. P
1 2 3 4 5 6 7 8 9 10 11
basoBble cBefeHUs o
1 0 MeXXCeTeBbIX 1 6 1 6 2 5
orpoc
3KpaHax
IIpumepst .
2 MeXKCEeTEeBBIX 2 6 2 6 1 5 ¥ CTHbIR
ornpoc
3KpaHOB
BazoBrle cBefieHUs YcTHbIH
3 o VPN 3 6 3 6 2 > onpoc
4 TyHHenupoBaHve 4 - 4 - 1 5 YcTHBIN
ornpoc
IIpoToKoBI
5 co3panus VPN 2- 5 6 5 6 3 8 YcTHbIN
T'0 YPOBHS MOJesin orpoc
OSL.
IIpoTokosbl
6 co3ganus VPN 3- 6 - 6 7 3 6 YcTHbIN
r0 yPOBHS MOJieu ornpoc
OSI
7 Aypur u 7 7 7 7 Hoxknaz
MoHutopuHr Ub B
OTKPBITBIX




CHUCTeMax

3amura oT crama,
Zpyrue cpeficTBa
3aIUTEI
vH(pOpMaLH

Y CTHBII
orpoc

IIpomesxxyTounas
arrecralys

36 JK3aMeH

Bcero 52

52 76

4.2 KpaTkoe co/iep>kaHue pa3/ie/ioB ¥ TeM 3aHATHHI

Cemectp Ne 1

Ne

Tema

KpaTKOE coaepKaHue

ba3oBkle cBesleHus O
Me)KCeTeBbIX SKpaHax

HasHauenue u ¢pyHKIMKM MO. OCHOBHbIE KOMITOHEHTHI
MDO. IpuHiun pabotel M3, BaprUaHThI
MO3ULIMOHKUPOBaHusl M 3. PykoBogsIMK JOKYyMEHT
I'ocrexkomuccuu PO no M3. TIpodunu 3auuTs! Ass
MD. OcHoBHbIe TUIBI M3J: 3KpaHUpyoLue
KOHL|EHTPAaTOphl, aKeTHbIe (PUIBTPBI, LLITHO3bI
CeaHCOBOr'0 YPOBHs, LIUIF03bI IIPUK/IAJHOIO YPOBHH,
MD skcnieptHOro ypoBHs. IlepcoHanbHble MO.
OcHoBHbIe KoMrioHeHTsI M3. Cnaboctu MD. Bribop
peanu3aiui MO.

IIpuMepsl MeKceTeBbIX
9KpaHOB

MapuipyTu3aropsl, Ha3HauUeHUe U OCHOBHbIE
XapakTepucTUKU. OneparjioHHast CucTeMa.
VuTepdeiicbl MapiipyTiu3aTopoB. OCHOBHBIE pasziesibl
Y TI0/ipas/ie/ibl MEeHI0 KOMILIeKCa MeXKCeTeBbIX
5KpaHoB. VieHTUGUKaLMA U ayTeHTU(UKaLIs
KOMIL/IeKCa B CeTH. Y la/leHHOe aZ]MUHUCTPUPOBaHNe,
noctpoerrie VPN Ha 6a3e KoMIuiekca

ba3oBrie cBeieHUSs O
VPN

Paznuunble riogxofs! K ornpeneneHvo VPN,
ornpesienenue komnanuu Check Point Software
Technologies. Llenu u 3agauu ipuMeHeHust VPN-
TexHonoruu. Ilpenmyiectsa VPN no cpaBHeHuto ¢
3allUI[eHHbIMU Bbl/le/IeHHBIMY KaHa/laMU CBSI3U U
JPYTMMU MeTOZlaM{ OpraHHU3aLiuy 3allyieHHON
cBs3u. Knaccudukaiusa VPN. Crerjuduka
nioctpoeHust VPN. Kputepuy, ripeibssisieMsle K
VPN. Knaccuduxkaiusi VPN komnanuu Check Point
TI0 TUITy yCTaHaB/IMBaeMbIX COelMHeHuN: Intranet
VPN, Client\Server VPN, Extranet VPN, Remote
Access VPN — onpesiesieHus1, XapakTepHble YepThbl U
0co0eHHOCTH ucronb3oBanus. Kiaccudukarus VPN
corsacHo KoHcopuuymy VPN (VPNC) no crenenu
3allUIL[eHHOCTH: JJOBepeHHbIe, 3allUIl|eHHbIe U
cmernanHbie VPN — onipesiesieHus, TpeboBaHws,
TeXHOJIOTUU [TOCTPOEHUS.

TyHHenMpoBaHue

MexaHu3M TYHHEJIMPOBAaHUSI KaK OCHOBA MIOCTPOEHUSI
VPN. O61muii moxof K CO3/IaHuI0 TyHHe eH, GyHKINN
KOHKPETHBIX MPOTOKOJIOB, YUaCTBYIOIIMX B MpoLiecce
TyHHesiipoBaHusi. ObecrieyeHre
KOH(bUeHITMATbHOCTH, TIOJJTAHHOCTU U 1[eJIOCTHOCTH
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TIPY MCII0JIb30BaHUU UHKAIICYJISALMU JaHHbIX. ba3oBas
cxema VPN. VPN-arentsl. ®yHKimu VPN-areHToB.
O6paboTKa BXOJAIIUX U UCXO/SIIUX TTaKeTOB.
PasnuuHble BapyuaHThI MO3ULIMOHUPOBAHYS U
rcrosib3oBaHus VPN-areHTos.

IIpoToko/bl cO3maHus
VPN 2-ro ypoBHs
moaenu OSI.

IIpotokon PPTP. ®yHkiuu npoToko/ia. KoMroHeHThI
PPTP. CueHapuu paboThl IPOTOKOJIA. APXUTEKTYpa
PPTP. ¥Ynpasssitoliee coeJUHEHKE U YTIPaBJISIIOLLIE
coobrrieHust. IHKarcy isiius JaHHbIX TIPY Tiepefiaye.
AyTtenTHduUKalsi, KOHTPOJIb AOCTYyTIA U U pOBaHUe.
Hactpotika VPN Ha 6a3e ripotokona PPTP B cpeze
Windows.

[IpoToko/bl cO37aHus
VPN 3-ro ypoBH#
mozeun OSI

Apxwurektypa IPSec. ®yHKIMH, MPUHLMI PabOTHI,
crieHapuu nipuMeHeHust IPSec. O630p OCHOBHBIX
KoMIioHeHTOB IPSec. I'taBHbIe 6a3bl JaHHBIX IPSec:
SPD, SAD, PAD. ITosmtuku 6e3omnacHoctu [PSec.
Accornaryu 6e3onacHocTv (SA): onpeeneHue,
Ha3HaueHWe, TIpoLieyphl yripaBneHus. Obpabotka IP-
tpaduka. OcobenHoctu 06paboTku ICMP-Tpaduka u
(parmeHTUpOBaHHbBIX IP-makeToB. Vcroib3oBaHue
ayauta B apxutekType IPSec. 3amura faHHbIX €
roMol1sro n1potokosioB AH v ESP. MHkancynsauys
JJaHHBIX B TPAHCIIOPTHOM U TYHHE/JIbHOM peXXuMax
paboTel. @opMaThl 3aro/I0BKOB. 3alliyiiaeMble TI0JIst
IP-3arosioBKa rpu ucrosnb3osaHud AH B
TPAHCITOPTHOM pexxuMe. OOpaboTKa UCXOSIITNX
(mouck SA, reHepalysi MOPSIAKOBOTO HOMEDPa,
BblurcieHne ICV u mmdpoBaHUe 1aHHBIX,
dbparmeHTaIys) U BXoAsAmx (cOOpKa, MOUcK SA,
MpOBepKa MOpPsiIKOBOr0 HOMepPa, TipoBepka ICV,
pacidpoBaHyre, IpoBepKa Ha COOTBETCTBUE 3aMrCH
B SPD) nakeTogB. Vcrionb3oBaHre KOMOMHUPOBAaHHBIX
Kpunrorpaguueckux aaroputmos B ESP.
Oco6eHHOCTH UCTI0/Tb30BaHMS PACITUPeHHBIX (64-
OUTHBIX) TIOPSIIKOBBIX HOMEPOB. 3all[UTa OT
TIOBTOPHOM Tepe/iauy MaKkeToB.

Ayput 1 MoHUTOpUHT b
B OTKPBITBIX CUCTEMax

CpepcTBa aHanu3a 3amuileHHocTH (CA3) 1 ux MecTo
B 3all[UTe OTKPBIThIX cucTeM. Knaccudukauyu CA3.
CeTeBble CKaHephbl: pa3MelleH’e areHTOB, IPUHLIMIIBI
paboTkl, 3Tarbl paboThI; CPAaBHEHHE COBPEMEHHBIX
peanu3aiui. CucremHble ckaHepbl. CA3 st
nipunoxenuii. Kputepun Beioopa CA3. MeToibl
OTpa)XeHHsl BTOP)KeHUI: pe/l0TBpallleHue,
rpepbIBaHUe, C/lepKUBaHKe, OTK/IOHEHNe,
oOHapy’KeHHe, ycTpaHeHHe TocaecTBUM. CHCTeMbl
oOHapy KeHUsI/TIpeI0TBPAILleHUsT BTOPKeHUH
(COB/CIIB). Knaccudukaiys U CTpyKTypa
COB/CIIB. CucremHsle u ceteBble COB/CIIB:
TIPUHIIUIIBI pabOThI, JOCTOMHCTBA U HEIOCTATKH.
Pa3wmernenue cereBbix COB/CIIB.
NHuresnnekTyanbHble U nosegeHyeckue COB.
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OGHapy>keHHe BTOPKeHUI/3/10yTOTpeOIeHu;
obHapy>keHHe aHOMa/IMii/corocTaB/ieHre ¢ 06pasLom.
COB, ux BeIOOD, IPUMeHEeHNe, OTPaHUUeHHOCTh U
nipumMepsl cucteM. CIIB, ux npuMeHeHue U pUMepbl
cucteM. CoxpaHeHHe [J0Ka3aTebCTB BTOP)KEeHUH.
CraHapThl B 06s1acTH 0OHapY’KeHUsl BTOPKEHUIA.

3aiura OT criama,
JIpyTrye Cpe/iCTBa 3allUThl
VH(popMaLn

3aiuTa OT CriaMa B 3JIeKTPOHHOM TouTe:
orpefieJieHUe, MeTO/b! 1eTeKTUPOBaHUs, apXUTeKTypa
3alUILIeHHOM OT Criama 3/1eKTPOHHOU IOUTHI,
npyUMeps! cucTeM. MHOroyHKLMOHa/IbHbIE
yCTPOWCTBA 3alL{UThl OT CeTeBbIX aTak. CHUCTeMbl
aHa/lM3a Y yrpas/ieHus puckaMu. Cucremsl
obecrieuenusi b Ha ypOBHe TIpeNIPUSITHSL.

4.3 IlepeueHb 1a0O0PaTOPHBIX padoT

4.4 TlepeyeHb NPAaKTUYECKUX 3aHATHH

JIabopaTopHbIX paboT He TIPeyCMOTPEHO

Cemectp Ne 1

Z

Tembl NpakTHUeCKHX (CEMHUHAPCKHUX) 3aHATHI

Ko/1-Bo akageMnuyecKux
4acoB

Ha3nauenue u @yHkiuu MO 6

ceTu

VpenTudukanys v ayTeHTAUKaLUs KOMITIeKca B

Knaccudukanus VPN

noctpoenus VPN

MexaHu3M TYHHE/IMPOBAHHSA KaK OCHOBA

[IpoTokosel co3ganvs VPN

[TpoTtokonsl co3ganrs VPN 3-ro ypoBHS Mozeu
OSI

Aynut v MoHUTOPUHT VB B OTKPBITBIX CHCTeMax

0 IN| O (U] A~ W

3amura OT criama, Jpyrve Cpe/iCTBa 3all{iThl
vHdopMaluu

N (NN (OO N (Y Oy

4.5 CamocrosiTes1bHasi padoTa

Cemectp Ne 1

Ne Buj CPC Ko/1-Bo akajieMmuuecKux
4acoB
1 IToAroTOBKA K MPAKTUYECKWUM 3aHSITUSIM 10
2 [ToAroToBKa rpe3eHTalvi 10
3 Peluienue crieriasibHbIX 33734 20

B xo/ie npoBeieHNs 3aHSITUI 110 JUCLUIUIMHE UCTIO/Ib3YIOTCS C/eyIollrie NUHTePaKTUBHbIe
MeTOZbl 00yUeHHsi: B TEOPeTHUECKOM Kypce TIpelyCMaTpPUBAeTCs TIPOBe/ieHre WHTePaKTUBHOM
JiekLjuu 1o teMam: «IIpotokossl co3panuss VPN», «AyauT U MOHUTOPUHT Vb B OTKPBITHIX
CcUCTeMax», «3aluTa OT Crama, pyrue cpeAcTBa 3aluTthl nuHGopMaumu» (Temsl Ne6,7,8); npu
TIPOBE/IEHUH MPAKTUUECKUX PabOT MpelyCMaTPUBAETCS PellieHue 3a/jau 110 pacyeTaM UTOTOBBIX
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roKa3saresieid, a Tak>Ke MpoBe/leHue TP PellieHUH 3a/lau 10 MHAWBU/Ya/IbHbBIM 3alaHUSIM
«pa3bopa KOHKPETHBIX CUTYaI|Hii».

5 IlepeueHb yueOHO-MeTOJUUECKOT0 00eciedeHUsl JUCLUTLTMHBI

5.1 MeToanueckue yKa3aHus /1A 00y4arOIIUXCS 110 0CBOEHHIO JUCLUILTMHBI
5.1.1 MeToauuecKne yKa3aHusl /ISl 00y4aOIUXCsA 10 MPAKTHYECKUM 3aHATHSIM
https://el.istu.edu/mod/book/edit.php?cmid=326915

5.1.2 MeToauueckue yKa3aHHs /i 00yUaroIUXCA 10 CAMOCTOATeIbLHOM padoTe:
https://el.istu.edu/mod/folder/view.php?id=326916&forceview=1

6 @DoHj OLeHOYHBIX CPeACTB A/ KOHTPOJIA TeKylleill ycleBaeMOCTH M TpOBejeHHUs
NMPOMEeXYTOYHON aTTeCTaluy Mo JUCHHUIINHe

6.1 OreHoYHBbIe Cpe/CTBA /11 NPOBeieHUsA TeKyIero KOHTPOJIs
6.1.1 cemectp 1 | YcTHBIN onpoc
OmnucaHue npoueaypsl.

Y CTHBIM OMPOC MPOBOAUTCS TI0 OKOHYAHUIO JIEKLIMOHHBIX 3aHATHM IyTeM OMpoca CTYZEeHTOB I10
CIIMCOUYHOMY COCTaBY (TIpU Ha/IMUUK OrO/)KeTa BpeMeHH I1ocjie 00CYX/[eHUsI yCTaHOB/IeHHbBIX
BOIIPOCOB).

KpuTepuu onieHUBaHMS.

OTBeThI Ha MOCTaBJIeHHbIe BOTPOCKHI; I0MYCKAeTCs TIOMOIIb B OTBeTaX CO CTOPOHBI ayJUTOPUN
(maBIIMe TIpaBU/IbHBIA OTBET 0CBOOOXKJAOTCS OT TIePCOHAIBHOM OUepeIi OTBEYAIOIIUX T10
CITUCKY).

6.1.2 cemectp 1 | Joxknag
Omnucanue nponeaypel.

Hoxnazg no asurensHOCTH 3aHUMaeT 10-12 MUHYT (BBICTYTUIEHUE [IJTUTCSI OKOJIO 7-8 MUHYT)
OCTa/IbHOe BpeMsl OTBeThI Ha BOIIPOCHI 110 J0K/IaAy. B mpoLiecce oAroToBKy JOK/aza Uin
BBICTYTI/IEHUsT 00yUaroIMMCsl MCITOJ/Ib3YIOTCSI CaMOCTOSITe/TbHAsE paboTa ¥ KOHCY/IbTal[iH
niperiofiaBaTeisi. JJoK/az O/KHBI OBITh JIOTMUECKH XOPOLIO TIOCTPOeHbI, PACKPhIBATh
paccMaTpUBaeMbIi BOIIPOC UK TTPO0JieMy, laBaTh M0JIe3HbIe CBe/IEHUS ayAUTOPUH

KpuTepuu onieHUBaHMA.

OT/IMUHO: CTY/IEHTOM 3a/laHue pelleHO CaMOCTOsITe/TbHO. [Ipu 3TOM coCTaB/ieH MpaBUJIbHBIN
a/ITOPUTM DeLIeHHs 3a/laHus], B JIOTHUECKUX PacCy’K/IeHHsX, B BbIOOpe (JOpMyJT U pPelieHrH HeT
o1MOO0K, 1oJTyueH BepHbIN OTBET, 3aZlaHKe PellleH0 palMOHaIbHBIM CII0COO60M.

XopoLIo: CTyZIeHTOM 3a/jlaHye PeLleHo C N0JCKa3Koi rnpenozasaress. [1py 3ToM cocTaBieH
TIPaBU/IbHBIN arOPUTM pellieHUs 3a[jaHusl, B JIOTUUeCKOM PacCy>KJeHUU U pellieHuH HeT
CYIIeCTBEHHBIX OMIMOOK; TIPAaBUIBHO CZie/laH BBIOOD (hOpMyJI /i/1sl pelieHusi; eCTb 00bsICHeH e
peliieHus], HO 3a/laHKe pellleHO Hepal[MoHaIbHBIM CTIOCOO0M WM AOMYyIIeHo He bosiee IBYX
HeCYI[eCTBEHHBIX OIMMOOK, M0IyYeH BepHbIM OTBET.

Y 10B/IeTBOPUTETBHO: 00YYarOLMMCS TTOATOTOBJIEH [JOK/IaZ, C TI0ZiCKa3KaMHU TperofaBaresis. [1pu
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3TOM [IOKJIaZi TIOHSITEH U COCTaB/IeH MPaBUIbLHO, B JIOTUUECKOM PaCCy>K/[eHUU HeT
CyILleCTBEHHBIX OLLIMOO0K, HO /IOMYIIeHbI Cyll[eCTBeHHbIe OIIMOKY B BbIOOpe (CTPYKTYPHI,
dbopmyn) WM B MaTeMaTUUeCKUX pacyeTax; OK/a/ TOATrOTOB/IEH He TOJTHOCTBIO WJTH B 0011[eM
BU/IE.

HeynoBneTBopuTeibHO: 00YYarOIUICS He TTOATOTOBUIT TOK/Ia/,

6.2 O1jeHOYHBbIEe Cpe/CTBA /ISl NPOBe/ieHUs1 MPOMe)XXyTOUHOM aTTeCTaliu

6.2.1 Kpurepun u cpeacrBa (MeTo/bl) OLEHMBAHUA WHJUKATOPOB [OCTH)KEHUS
KOMIIeTeHI[UHM B PaMKaX NMPOMe)XyTOUHOM aTTecTaluu

CpeactBa
(MmeToabBI)
NupukaTop JocTHXXKeHUs
Kpurepumn onjeHnBanus OLleHHMBaHMS
KOMIIeTeHI| MU .
NMPOMe)KyTOYHOH
aTrTecTalyu
IIK-5.1 CriocobeH TIpUMEHSITb  COBPEMeHHbIe | Y CTHOe
cpeAcTBa ToMCKa ~uWHGopMauuM B | cobeceoBaHUe TI0
BOIIpOCAx TIPUK/IaJHOU o6/acTu. | TeopeTUYeCKUM
Cnocoben aHa/IM3UpoBaTh CBS3U | BOIIpOCAaM  W/WIH
BbISIBJIAATD yTPO3bI YSI3BUMOCTH | BBITIOJIHEHHE
HMH(OPMaLIMOHHBIX CUCTEM. TPaKTUYeCKUX
3a/laHuM

6.2.2 TunoBbie OLleHOUHbIE CPeACTBA IPOMEXYTOUHOH aTTecTaluu

6.2.2.1 Cemectp 1, TumnoBble oLjeHOYHBIE CPeACTBA /ISl IPOBe/JeHUs K3aMeHa 110
AUCLMIIUHE

6.2.2.1.1 Onucanue npoueaypol

1) OK3aMeH MO0 AUCLUIVIMHE MPOBOAUTCS COTJIACHO PaClUCaHKWIO0 B HA3HAUEHHOUW ayJUTOPUH, B
KOTOPYIO MpUIJIalllaeTcs K YCTaHOB/IEHHOMY Hauajay 9K3aMeHa I'pyIina CTyAeHTOB.

2) K 3K3amMeHy [IOMyCKarOTCs CTY/IeHThI, KOTOPbIe BBITIOJTHUIN BCE TIPelyCMOTPEHHbBIE PabOThI
10 OCBOEHUIO Kypca: C/IaHbI MpaKTHUeckre paboThI 110 BRIOPAHHOM TeMe.

3) Kaxkplii CTY/IEHT U3 UMC/Ia JOMYyIeHHBIX BLIOWPAET OJJUH OW/IET U TOTOBUTCS K OTBETY B
TedyeHue He MeHee 30 - 45 MUHYT MMCbMEHHO Ha MOCTAB/IEHHBIE /IBA BOTIpOCa B Ourere.

[Iprimep 3aaHU:

DK3aMeH IMPOBOJUNTCA B d)opMe YCTHOI'O OIIpOCa I10 3K3aMeHallMOHHbIM ouneram.

1. TpeboBaHust THPOPMAITUOHHOM 6€30TTaCHOCTH.

2. 3aBUCUMOCTh TpeOOBaHHUH OT CTPYKTYPhl 00bEKTOB MH(OpMATH3aIHH.

3. TexHosorun ¢hOpMHUPOBaHKs aITOPUTMOB 06paboTKH MHGbOPMALIUH.

4. WHpopMaliOHHO-KOMMYHHUKALIMOHHBIE TEXHOJIOTHH B ()yHAAMeHTaIbHBIX TTpobeMax
MHGOPMaIMOHHOM 0e301TacCHOCTH.

5. NHpopMaliOHHO-KOMMYHHUKALIMOHHBIE TEXHOJIOTHH [Jis1 BBISIBJIEHHS U aHA/IN3a
MHGOPMaLMOHHOM 0e301TacCHOCTH.

6. [Tpo6iembl MHGOPMALMOHHOM 6€30TIaCHOCTH B YC/IOBUSIX CTAHOBJIEHHSI COBDEMEHHOTO
MHGOPMaIMOHHOTO 00IT[eCTBa.

7. CrneLuduka TexHOJIOTH 0becrieueHHst THPOPMALIMOHHOM 6e301acHOCTH 00BEKTOB
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3alUThI.

8. TpeboBaHust K TeXHOMIOTHsIM 00ecrieueHrsi MHPOPMAaLIMOHHOM 6e301acHOCTU 00BHEKTOB
3aLLUTBHI.

9. MeTo/ibl aHa/mM3a MH(POPMAL[MOHHOW CUCTeMBI Z1Jisi BbIOOpa TeXHOJIOTHM obecrieueHust
nH(pOpMaLoHHOW 6e301acHOCTH.

10.  MudopmaimonHas 6e30macHOCTb 00HeKTOB MH(OPMaTH3al[|H.

11. CoBpeMeHHbIe TEXHOJIOTHH 3allMThl 00BeKTOB MH(OPMAaTH3aL1H.

12.  MeTto/pl OTpa)keHUs] BTOP)KeHWM: TIpe/loTBpallieHue, IIpepbiBaHue, Ciep>KUBaHue,
OTK/IOHeHWe, 0OOHapy>KeHHe, yCTPaHeHHe TI0C/Ie/ICTBHM.

13.  Ocobennoctu o6pabotku ICMP-Tpaduka u ¢parmeHTHpOBaHHbIX [P-11akeToB.

14. Hacrpoiika VPN Ha 6a3e nporokona PPTP B cpese Windows.

15. Knaccugukarus VPN komnanuu Check Point mo Tuny ycraHaB/ivMBaeMbIX COeJUHEHU.
16. 3aiura JaHHbIX C IoMoLLbio rpoTokonoB AH u ESP.

17. Ob6ecneueHrie KOHPU/IEHIIMATBHOCTH, TIOJJIMHHOCTH U 1]€JIOCTHOCTH TPH UCII0/Ib30BaHUU

VHKATCY/ISLWY IaHHbIX.
18.  basosas cxema VPN, VPN-arentsl, pyHkimu VPN-areHToB.

19.  Tlopbop 1 o6oCHOBaHME TeXHOJOTHI 0becnieueHrs1 MH(GOPMAL[MOHHOM 6e30T1aCHOCTH B
3aBUCUMOCTH OT XapaKTepa 00beKTa MHpOpMaTH3al|u.

20. TexHomoruu Ay1si GOPMUPOBAHUS TPOEKTHBIX PELIeHHH 10 3aluTe 00beKTOB
vH(pOopMaTH3aLvH.

6.2.2.1.2 Kputepuu oLieHUBaHMSA

OT1MuHO Xopomo yAOBHET]?pHTMbH HeypoBiieTBopuTe/1bHO
YBepeHHO U 6e3 Homyckaet 3HaeT OTBeTHI Ha /Ba He orBeuaet Ha fiBa 1
olMOOK OTBeUaeT He3HauuTeJIbHbIe BOIIpOCA WU Gosiee BOTIPOCOB
Ha BCe BOTIPOCHI OIIMOKY B OTBETE | JIOMYCKaeT OIIMOKY B
bunera Ha O/IVH U3 OTBeTax Ha BOIPOCHI
BOIPOCOB, BK/IHOYast
JIOTIOJIHATE/IbHbIe
TI0 pe3yJsbTaTaM
cobece1oBaHYs

7 OcHOBHas yyeOHasA MTepaTrypa

1. Momoga E. C. THpopmarroHHasi 6€301acHOCTb U 3aliyTa MHPOpMariuy [ D1eKTpOHHBIHI
pecypc] : kypc nekuwmii / E. C. TTonoBa, 2009. - 68.

[CaiiT] — URL: http://elib.istu.edu/viewer/view.php?file=/files/er-4183.pdf

2. Xopes I1. B. [TporpammHo-arinapaTHasi 3ai{uTa HUHPOpPMaliy : yueOHoe mocodue /it By30B
110 HaripaBieHusM "MHbopMaloHHas 6e3omacHocTh" U "MH(popMaTHKa U BLIYUCTUTE/TbHAS
texHuka" / I1. b. Xopes, 2012. - 351.

8 Jono/iHUTE/IbHAA yyeOHasi TMTepaTypa M CIpaBoOYHast
1. Kapmunar M. CuctemHoe agMuHucTprupoBanue Linux: Ilep. ¢ anri. / M. Kapnunr, Cteden

[Hernep, xenimc Jennuc, 2000. - 319.
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2. I'nyxux B. U. lHopmaroHHas 6e301acHOCTb 1 3all{UTa JaHHbIX : yueOHOoe mocobue / B. U.
'nyxux, 2012. - 244.

[Caiit] — URL: http://elib.istu.edu/viewer/view.php?file=/files/er-2623.pdf

3. Mutuenn Mapk. [IporpammupoBanue s Linux: [Tpod. moaxon : [I1ep. ¢ anrn.] / Mapk
Muruenn, Ixxedbdpu Oynznem, Anekc Cambrosn, 2002. - 287.

4. MaunH Ckortt. be3onacHocts Linux: Pyk. agMUHUCTpaTOpa MO CUCTEMAaM 3alUThl C OTKPBIThIM
rcxog. kogoM : [I1ep. c anrn.] / Ckott MauH, SieH Mutuenn, Mutuenn Kpesn, 2003. - 621.

5. Cobenn M. T'. ITpaktuueckoe pykoBozcTBo 10 Red Hat® Linux® : Fedora™ Core u Red Hat
Enterprise Linux : mep. c anr. / Mapk I'. Cob6esn, 2005. - 1071.

6. ITetepcoHn Puuapy. Linux: pyKOBOZCTBO [0 OIepaliioHHbIM cucteMam / Puuapy Iletepcon;
ITep. c anrsn. C. M. Tumauesa, 1997. - 687.

7. Mamok A. A. HbopmairioHHast 6e301acHOCTb: KOHIIeNTyalbHble U MeTOZ0/I0TuecKue
OCHOBBI 3aIMTHI MH(pOPMaLH : yuebd. mocobue /71 By30B 10 crieriuanbHocTi 075400
"Komrinekc. 3amura 066ekToB nHGopm." / A. A. Mamok, 2004. - 280.

9 Pecypcol cetu IHTepHeT

1. http://library.istu.edw/
2. https://e.lanbook.com/

10 IpodeccuoHanbHBIE 0a3bl JAHHBIX

1. http://new.fips.ru/
2. http://'www1.fips.ru/

11 IlepeyeHb WHGOPMALMOHHBIX TEXHO/JIOTHH, JIMIEH3HOHHBIX M  CBO0O/HO
PacrpocTpaHsieMbIX CHeMa/IM3MPOBAHHBIX MPOrPaMMHBIX CPeACTB, MH(OPMAIHOHHBIX
CIIPAaBOYHBIX CHCTEM

1. CBobozmHO pacmpocTpaHseMoe TporpamMMHoe obecrieueHne Microsoft Windows Seven
Professional (Microsoft Windows Seven Starter) - Seven, Vista, XP_prof 64, XP_prof_32 -
nocrtaBka 2010

2. CBobOo/iHO pacripocTpaHseMoe TIporpaMMHOe obOecrieuenue Microsoft Windows Seven
Professional [1x100] RUS (mpoBezeH anrpeiis ¢ Microsoft Windows Seven Starter [1x100]) -
rioctaBka 2010

3. CBobogHO pacrpocTpaHsemMoe TMporpaMmHoe obecrieuenue Microsoft Windows Server
Standard 2008 R2 Russian Academic OPEN 1 License No Level

12 MaTepua/IbHO-TEXHUUYECKOe 00ecreueHne JUCIHIUIUHBI

1. Pabouas cranuus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k VBIT/mMbiiib/kn+ 1O

2. Pabouas cranmusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/610k VBIT/mMbiiib/kn+ 11O
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3. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

4. Pabouas cranmums: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

5. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

6. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

7. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

8. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

9. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

10. Pabouas crannust: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

11. Pabouas cranust: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

12. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

13. Pabouas crannus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

14. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mmbltub/ka+ T1O

15. Pabouas cranums: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mmbltub/ka+ T1O

16. Pabouas cranums: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

17. M®Y FS-1128 MFP
18. TTpoektop Epson EB-W04LCD.WXGA 1280*800.3000:1.2800 ANSI Lumens

19. Cepsep CPU Intel Core i7-960/GA-X58A-UD3R/DDR-IIIDimm 2Gb/HDD 1
Tb/DVD-RW/512MB PCI-E/6n0k niut.+I10
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