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1 IlepeyeHb IJIAHUPYEMBIX Ppe3y/IbTAaTOB O0yYeHHs MO JUCLHHUIUIAHE, COOTHECEHHBIX C
IUIAaHUPYEMbIMH pe3y/IbTaTaMHU 0CBOEHHs 00pa30BaTe/IbHOM MPOrPaMMbI

1.1 [ducyunimmHa  «IIporpamMMHo-anmnapaTHble

cpeAcTBAa 3amuThl  MHGpOpManMu»

ob0ecieunBaer GopMHpPOBaHHME C/IEAYHIIUX KOMIETEHIHI C Y4éTOM HHAMKATOPOB WX

JIOCTHXKEeHH S

KO,Z[, HAMMEHOBAaHHEe KOMIIeTeHIIUH

KO]I[ HHAUKATOPA KOMIIETECHIIUHN

OITK OC-9 CriocobHOCTh TPUMEHSITh CpeJCTBa
KpUINTOrpaguueckoi U TeXHUUeCKOH 3allUThbl
“H(OpMaLMH JJ1s pellieHus 3a/iau podeccuoHalbHON
JlesiTeNIbHOCTH

OIIK 0OC-9.2

1.2 B pe3yibTaTe 0CBOeHHS JUCIUIIHHBI Y 00yYaOIIMXCA AO/DKHBI ObITH C()OPMHUPOBAHBI

Kopg,

Copep)xanue HHAUKATOpa
HHAUKATOpa Aep A P

Pe3ynbTar 00yueHus

CriocobeH puUMeHSITh
TIporpaMMHbIe Cpe/JiCTBa
CHCTEMHOT0, TIPUK/IA/IHOTO U
CrieLMaJbHOTO Ha3HaueHus,
WHCTPYMEeHTaJIbHbIe CPe/ICTBa,
S3bIKM U CUCTEMBI
MIPOTrPaMMUPOBAHUS JI/Isl PelleHust
npo¢ecCUOHaIbHBIX 3a/,au

OIIK OC-9.2

3HAThb IPOLeCC YCTAaHOBKY,
HACTPOWKH U 00CTy)KUBAHHIO
MIPOTrPaMMHBIX, TPOrPaMMHO-
anrapaTHbIX (B TOM YMC/Ie
KpUnTorpa@uueckrnx) KOMILJIEKCOB, a
TaK>kKe MOJ|CUCTeMbl MUH(POPMALIMOHHOM
6e3omacHOCTH 00BEKTa 3allUThI.
YMeTb aZilMUHHCTPUPOBATh
TIPOrpaMMHbIe CPeZICTBa CUCTeMbI
3aluThl MTHGOpPMaLUU
aBTOMaTU3UPOBAHHBIX CUCTEM;

- yMeTb yCTPaHATh U3BECTHbIE
ySI3BUMOCTH aBTOMaTH3UPOBaHHOMN
CUCTeMbl, IPUBOJAILINE K
BO3HUKHOBEHUIO yrpo3 6e30MmacHOCTH
vHbopMaLy;

- YMeTb TIPOBOJUThH aHa/n3
CTPYKTYPHBIX U (DYHKLIMOHA/IBHBIX
CXeM 3all{1IIeHHON
aBTOMaTU3UPOBAHHOU CHUCTEMBI; -
yMeTb OTpe/ieJisiTh ITapaMeTphl
HaCTPOUKHU MPOTrPaMMHOI0
obecrieueHUst CUCTEMBI 3alL[UThI
vH(opMallMy aBTOMaTU3UpPOBaHHOM
CUCTEMBI.

BnapeTs nporpaMMHBIMU CpeJiCTBAMU
CUCTEMHOT0, TIPUK/Ia/HOTO U
CrieLiasbHOrO Ha3HavyeHusl, s13bIKaMu
TIPOTrPaMMHPOBAHUsI ISl PelleHUst
rpoecCHOHAIbHBIX 3a/1ay.

2 MecTo aucuuniMHbl B cTpykrype OOII

Nsyuenune aucuuruivHel «[IporpamMmHo-anmnaparHble CpeficTBa 3alliUThl MH(OpMaLn»
Oasupyercsi Ha pe3y/bTaTaX OCBOEHMs  CJeYIOUMX  AWCLUIIMH/TIPAKTHK:  «SI3BIKK
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nporpaMMupoBaHusi», «HelpoHHble ceTh», «KomrmekcHasi cucteMa 3aiuThbl MH(OpMaLMU Ha
npenpusTUn», «MeTo/pl U cpeficTBa KpUNTOrpadruecKou 3aliyuThl MH(OpMaLm»

HucuunivHa

yTpaB/ieHUst

SIBJISIETCST
VMH(OPMAaLIMOHHOM

npeaauIlyioMHasd IIpaKTHUKa»

3 O0BeM AUCIUILIMHbBI

TpeAlIeCcTBYIOIIeN  JJ1st

0e30MMacCHOCTBIO»,

O0beM AMCIMIITHHBI cocTaBiisieT — 4 3ET

JCLIATI/TUH/TIDAaKTHK:

«IIpousBojcTBeHHas

«OCHOBBI
TpaKTHKa:

Bup yueoHo# paboThI

Tpya0eMKOCTh B aKaJeMHYeCKHX Yacax
(OpuH akageMUueCcKUil yac COOTBeTCTBYeT 45
MHHYTaM aCTPOHOMHYECKOI'0 yaca)

Bcero Cemectp Ne 7
OO0111ast TPYZ0EMKOCTD IUCITUTTUHBI 144 144
AyJIWTOpHBIE 3aHATHUSA, B TOM UKC/Ie: 64 64
JIEKITUU 16 16
nabopaTopHbIe pabOThI 32 32
MpaKTUYeCKHe/CeMUHAPCKUE 3aHSITHUS 16 16
CamocrosTenbHast paborta (B T.u. 44 44
KYpPCOBOe MPOeKTUPOBaHKe)
Tpy0eMKOCTb TIPOMEXKYTOUHOM 36 36
arTecTalyu
Buz npoMe)XyTOUHOM aTrTecTaluu : OK3ameH,
(MTOrOBOr0 KOHTPOJIS 10 JUCLIUTL/IVHE Sx3amen, Kypcosas pa6ota Kypcoast
pabota
4 CTpyKTypa U cojiep>KaHue JUCLUII/INHbBI
4.1 CBojHbIe JaHHBIE M0 COAEPIKAHUIO AUCLHMILIUHbI
Cemectp Ne 7
Bl/l}:[bl KOHTAKTHOH paﬁOTbI
N | e e | e | macmn | O | s
n/n P 1/1/1 S No Kon. No Kon. No Ko Ne Ko KOH};moml
Auct 3 UYac. 3 UYac. 3 UYac. 3 UYac. P
1 2 3 4 5 6 7 8 9 10 11
TTopcucremsr
3al[UThI .
1 COBpPEMEHHBIX 1 3 1 6 1 3 1 8 Y CTHEIH
orfpoc
OoreparuOHHbIX
CUCTEM
3amura
2 vHopMaLi B ’ 3 ’ 6 2 3 1 7 YcTHbI
KOMITbFOTePHBIX 0IIpoC
ceTax
3aiura
nHdopMaly B .
3 | cucremax 3 3 3 5 3 3 1 7 YctHbit
ornpoc
yIIpaB/IeHUS
6a3aMu JaHHBIX.
AmnTtuBUpyCHas
4 3a1mra 4 3 4 6 4 3 1 10 YcrHbIM
KOMITbIOTEPHBIX oripoc
CUCTEM.




AJMUHUCTPaTUBH
bIif ypOBEHb

5 obecrieueHust 5 2
VMH(OpPMaLIMOHHOM
6e30mMacHOCTH

Y CTHBIN
orpoc

O6ecrnieueHne
pexxuMa
KOH(YIeHITMATBEHO
cTy ipu pabore ¢
3allyIiaeMoi
vHbopmaLyei

IIpomesxyTouHas
aTTecTarys

DK3aMeH,
36 Kypcosas
pabora

Bcero 16

32 16 80

4.2 KparTkoe co/iep>kaHue pa3/ie/ioB M TeM 3aHATHI

Cemectp Ne 7

OriepalfiOHHBIX CUCTEM

Ne Tema Kpartkoe copep:xanue
1 [TopcrcTemsl 3a1UThI Cy0OmBeKTbl, 00bEKTBI, METO/IBI U TIPaBa IOCTYTIA B
COBpeMeHHBIX COBPEeMEeHHbIX OlepalOHHbIX chucTeMaxX. OCHOBHBIE

KOMIOHeHThI nozicucteM 3aiuThl UNIX u Windows.
YmnpasneHue 10CTyIoM, ayTeHTA(UKALUS, ay/InT.
OcHoBHbIe TIP06IEMBI ¢ 6€30TTaCHOCTBIO U
BO3MOJKHbIE pelleHNs B COBDEMEHHBIX OMepaLiOHHbIX
cucTeMax. AyauT MHGOOPMAIIMOHHOM 0e30MacHOCTH.

2 3aiyra uHopMalu B
KOMITBIOTE@PHBIX CeTSX

OGecrieueHre 6€30IMACHOCTH MEKCETEBOr0
B3aUMO/IEHCTBUs. ATaKU Ha CETEBbIE CJTY>KObI, THUTTBI
yrpo3, KiaccudrKalys aTak 1o OCHOBHBIM
MeXaHWU3MaM peasiu3aliuu yrpo3. CeTeBble CKaHepBhI.
ApantrBHas 6e30MacHOCTb B BBIUMC/TUTENBHBIX CETIX.
[TakeTHBIE PUIBTPBI U MEXKCETEBbIE SKPaHBI, UX
K/1acCUHUKaLMs U 0COOeHHOCTU TTPUMEHEHUs.
BuptyasbHbie yacTHbIe ceTH. CUCTeMBbI 00HAPYKeHUsT
aTakK v BTOP>KeHUM.

3 3amumra uH(opMaLum B
cUCTeMax yIipaBJieHust
0a3aMu /IaHHBIX.

Yrpo3bl 6e30macHoCTH 6a3 aHHBIX: 001IHe U
crnetyryHbie. Mogiesin 6e30MacHOCTH CUCTEM
ynpaeyienus 6azamu ganHbix (CYB/I). CpenctBa u
MeTO/[bI 00ecIieueHHs 11eJIOCTHOCTH JJaHHBIX B CYB/I.
PosieBoe pa3rpaHuueHue OCTYyTIa K JAHHBIM B
coBpemeHHbIx CYB/I.

4 AHTHUBUpYCHas 3alUTa
KOMITbIOT@PHBIX CHUCTEM.

[ToHsATHE BpeAOHOCHOW MPOTrPaMMBbI U UX
Kaccudukauys. [IpuHLUITBI TOCTPOEHUS TTOTUTHUKU
Oe3omacHOCTH, 0OecrieurBaroIIiell BICOKYHO
3aLUIIeHHOCTh OT BPeJOHOCHOTO MPOTrPaMMHOI0
obecrieueHus: TIPUHLIUIT MUHUMU3ALIAN
TIPOrPaMMHOTO 0becTieueHus, TIPUHIUIT
MUHUMH3aLMU TIOJITHOMOYWH T0/b30BaTesiei.
CrieLjyanu3upoBaHHbIe CPe/ICTBA U METO/bl
BbISIB/IEHUS BPEIOHOCHBIX MTPOrpaMM: CUTHaTypHOe U
IBPUCTHYECKOE CKaHUPOBaHUe, KOHTPOJIb
1|eJIOCTHOCTH, MOHUTOPHHT WH(POPMAaLIMOHHBIX
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TIOTOKOB, W30/TMPOBaHHast IPOrpPaMMHast CpeJia,
TIPOrpaMMHbIe JIOBYLLKH.

A IMUHUCTpPaTUBHBIN
ypOBeHb 0becrieueHus
MH(POPMaLIMOHHOU
6e3omacHoCTU

Konnerus nHdopMalioHHOM 6e301acHOCTH, eé
1[eJId 1 3Tarbl moctpoeHusi. [TosmTrka
MH(OPMaIIMOHHOM 6€30MacHOCTH KaK OCHOBA
a/IMUHUCTPATHUBHBIX Mep I10 3aluTe WHhOpMaLUK Ha
nipeanpusTUu. CTpyKTypa JOKyMeHTa,
XapaKTepHU3yHoIlero MoUTHKY 0e301MacHOCTH, U
OCHOBHBIE 3Tarbl pa3pabOTKU TOJTUTUKH
vHGbOpMaIMOHHOM 6e301acHOCTU. 3a/jauM, pelliaeMbie
TIpU aHa/M3e PYUCKOB. ba3oBbie MeTOAUKHY,
UCTIO/b3yeMble /1Jisi OL|eHKH PUCKOB. OCHOBHBI®
CTaHZAPTHI B 00/1aCTH Pa3pabOTKH MOTUTHKU
rHGbOpPMaI[MOHHOM 6e3011aCHOCTU U aHa/lr3a PUCKOB.
bazoBble MHCTpyMeHTaIbHbIe CPeJICTBA /I/Is1 aHa/IK3a
PUCKOB U yripaB/ieHusi puckaMmu. OCHOBHBbIe
TIPUHLIUTIBI pean3aliuu MoIMTUKU WH(OPMAaLIMOHHOM
6e30MacHOCTH.

OGecrieueHre pexxuma
KOH(UIeHIIMa/TbHOCTH
nipu pabore ¢
3alyiaeMomn
vHbopMariveit

Pa3permurenbHas (pa3rpaHAuYMTe/IbHas) CUCTeMa
JIOCTYTIA I0JDKHOCTHBIX JTHL], paOOTHUKOB K
KOH(U/eHIMA/TLHBIM CBeJIeHUSIM, JOKyMeHTaM 1
6a3am gaHHBIX. [I0MyCK JO/DKHOCTHBIX JIUIL,
pabOTHUKOB K KOH(MHUIEHI[Ha/IbHOW HHPOPMALIWH.
JocTym K0/KHOCTHBIX JTUL], pAOOTHUKOB K
KOH(U/eHIMA/LHBIM CBeJIeHUSsIM, JOKyMeHTaM 1
6a3aM gaHHbIX. O0S3aHHOCTH JO/DKHOCTHBIX JIMLI,
JTOTYITIeHHbIX K CBe/IeHUSIM, COCTaB/ISIFOIIUM
KOMMepuecKyto TaiiHy. [TopsiZiok rpefocTaBieHus
(monyuenus) KoHGUJeHIMATEHOM UH(OPMaLUU
pabOTHUKaM CTOPOHHMX OpTraHU3aLInH,
rOCy/IapCTBEHHBIM YUPEXXJeHUSIM.

4.3 IlepeueHb J1aGOpaTOPHBIX PadoT

Cemectp Ne 7

. Ko/1-Bo akajeMu4ecKHx
Ne HaumeHoBaHue 1a00paTOpHON PadoThI
4acoB
1 3alUThl COBPeMeHHbIX OlepaLiiOHHbIX CUCTEM 6
2 3aruTa uHGOPMaLY B KOMITBIOTEPHBIX CETSAX 6
3 CucTeMbl yrnipaB/ieHUs: 6a3aMM JaHHBIX 5
4 AHTUBHpPYCHas 3al1MTa KOMIIBIOTEPHBIX CUCTEM 6
5 YpoBHu obecrieueHust UHGOOPMALIMOHHOM 4
Oe3omacHoOCTH
6 Pe>xuM KOH(pUIEeHIMATBHOCTH TIpU paboTe ¢ 5
3aiyiaeMon uHhopmaiuei
4.4 TlepeyeHb NPAaKTUYECKUX 3aHATHH
Cemectp Ne 7
| Ne | Tembl npakTHuecKHx (ceMHHApCKHX) 3aHATHI | KO/I-BO aKajeMHUeCKHX
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yacoB

CyObeKTbl, 00beKTHI, METO/IbI M TTpaBa 0CTYIIA B
COBPEMEHHBIX OTepaI[MOHHBIX CUCTEMAX.

ATaku Ha ceTeBble C/TyKObI, TUITbI YTPO3,

2 K/1accu(UKaI|s atak 1o OCHOBHBIM MeXaHW3MaM 3
peasiM3alyu yrpos.

Mopenu 6e30macHOCTH CHCTeM yTipaBjieHus: 6azamu

3 naHHbIX (CYB/T) 3

4 Cnenyanv3upoBaHHble CpeJCTBa U METO/bI 3
BbISIBJIEHHS BPEIOHOCHBIX MPOrPaMM

5 Ba3oBbie MHCTpyMeHTa/IbHbIe Cpe/CTBa IS ’
aHa/M3a PUCKOB U yrpaBJieHus1 puckamu Mb

6 JoryCcK JO/KHOCTHBIX JTUL], PAOOTHUKOB K ’

KoHbUAeHIMaTbHOU HHGOpMaLUU

4.5 CamocTosTe1bHasA padora

Cemectp Ne 7

Koi-Bo akapgeMuueckux
4acoB

44

Ne Bupg CPC

[ToAroTOBKA K MIPAKTUUYECKUM 3aHSTHSIM
(y1abopaTopHBEIM paboTam)

B xo/ie mpoBezieHNsI 3aHSITUM T10 JUCLIUTUIMHE WUCTIONB3YIOTCS CIeyIoIIe HHTepPaKTUBHbIe
MeTO/[bI 00yUeHHUsI: B TEOPeTUUYECKOM KypCe MpelyCMaTpUBAeTCs TTPOBe/[eHHe MHTePaKTHBHOM
Jiekyu 1o temam: «IlofcrcTeMsl 3al{MThl COBPEMEHHBIX OMepaljMOHHbBIX CUCTEM,
«ObecnieueHye peykuMa KOHPHIeHI[MATBbHOCTH MPHU paboTe ¢ 3aruiaeMoi nHdopmaryein»,
«[TporpaMMHo-ariapaTHble CpeZiCTBa 3all[UThl UH(GOpMalLUu B chepe MHPOPMaLIMOHHOM
6e3omacHocT» (Tembl Ne3,4,5); Ipy TIpOBeIeHUH MTPAKTUUECKUX pabOT MpelyCMaTpUBaeTCst
pellieHue 3a/iau 10 pacueTaM 5KOHOMUYeCKUX TToKa3aTesieid, a TakKe MpoBe/leHre NPy pelleHrur
3ajlau 110 UHIUBUYa/IbHBIM 3a/IaHUSIM «Pa300pa KOHKPETHBIX CUTYal|ii».

5 IlepeueHb yueOHO-MeTOJUUECKOT0 00ecriedeHUsl JUCLUTIMHBI
5.1 MeToanueckue yKa3aHHusA /1A 00yYarOIIUXCS 110 0CBOEHHIO JHUCLUILIMHBI

5.1.1 Metoauueckue yKa3aHus A o0yuarommxcs 1o KypCOBOMY
NpoeKTHPOBaHHI0/paboTe:

KypcoBast pabota — TBOpUecKasi, HayuHasi, CaMOCTOsITe/TbHasi UCC/ieloBaTebcKasi paboTa 1o
oTipeZie/IeHHON TeMe, B X0/ie KOTOPOU CTY/IeHThI MPUOOPeTal0T HaBbIKK PAOOTHI C HAyYHOM,
yueOHOM 1 MeTOIMYeCKOl JIUTepaTypOil.

OsB/azieBarOT MeTO/IJaMU Hay4YHOT'O MCCIefoBaHus1, 00paboTKu, 000011eH s ¥ aHa/HM3a
WH(OPMaLIMK; pacMpsOT OO KPYro30p; pellatoT MpakTUYecKre 3aJjaul Ha OCHOBe
TeOpeTUUYeCKUX 3HaHWH; aKTUBU3UPYIOT CAMOCTOSITe/IbHYIO paboTy 1 TBOpPUYECKO€e MBIIIIJIEHHE.
KypcoBast paboTa siB/isieTCst 3aBepIIArOLMM 3TarloM U3y4YeHust AUCLIUTUINHBI U TT03BOJISIET CY/IUTh
0 TOM, HACKOJIbKO CTYZIeHT YCBOM/I TEOPETUYECKUI KyPC U KAaKOBBI €70 BO3MOKHOCTH
TIpUMeHeHUsI TI0JTyYeHHbIX 3HaHWH 1711 1X 000011eHus 110 u30paHHOM Teme.

3HaueHMe KypCOBOM pabOThI COCTOUT B TOM, UTO B MPOLIECCE ee BBITIOHEHUsI CTY/IeHT He TObKO
3aKperisieT, HO U yriiybJisieT TiosTyueHHbIe TeopeTHueckre 3HaHus. KypcoBast paboTa siBisieTcst
COCTaBHBIM 37IeMeHTOM yueOHOro rporecca. OTbIT U 3HaHUS], TIOyUYeHHbIe CTy/IeHTaMH Ha 3TOM
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yTare 00y4yeHusi, BO MHOTOM MOTYT OBITh MCTIO/Ib30BaHBI /IS TIOITOTOBKH BBITTYCKHOM
KBa/TM(PUKALIMOHHOM paboThI.

K kypcoBoii paboTe Kak caMOCTOSITe/TbHOMY MCCJIeIOBaHUIO TIPeIbSIBIISIOTCS CJIe/lyIolye
TpeboBaHus:

- I0/DKHA OBITh HamycaHa CaMOCTOSITe/TbHO;

- IO/DKHA OT/IMYAThCS KPUTUUECKUM TTO/IX00M K U3yUeHUI0 HayUHbIX UCTOYHUKOB;

- IOJDKHA OTBeuaTh TpebOBaHUSIM JIOTUYHOTO, SICHOT'O Y UeTKOT'0 U3/I0KeHHUsl MaTepuara, ¢
MpUBJIEYEHUEM JOCTaTOYHOI0 SMITMPHUYECKOT0 MaTepuarna;

- TIpY He0OXO/IMMOCTH B TPOLIeCCe W3/I0)KeHUsI TeMbl WUTFOCTPUPOBATh Jl0Ka3aTe/bHYH0 0a3y
rpadukamu, TabMiiaMu, CxeMaMu | T.JI.;

- o/bkHa ObITH odopMmieHa B coorBeTcTBUU ¢ CTO-005-2020, cOOTBETCTBOBAThH TPeOOBAHUSM
I'OCT 2.105u I'OCT 2.106;

- IOJDKHA 3aBeplIaThbCsl KOHKPETHBIMHY BbIBOJAMU M PEKOMEHALMSIMU 110 TeMe HUCCJIeJOBaHUSI.

https://el.istu.edu/course/view.php?id=4276

5.1.2 MeToguuecKue yKa3aHUs /I 00yYarOIUXCS M0 MPAKTHUYECKUM 3aHATHAM
https://el.istu.edu/course/view.php?id=4276

5.1.3 MeToauuecKne yKa3aHus /sl 00y4aromuxcs 1Mo JIabopaTopHbIM padoTam:

https://el.istu.edu/mod/folder/view.php?id=324152

5.1.4 MeToauuecKue yKa3aHHs /s 00yUaloIUXCA M0 CAaMOCTOATeTbLHOM padoTe:
https://el.istu.edu/course/view.php?id=4276

6 @DoHJ OLEHOUHBIX CPeACTB AJIsi KOHTPOJIA TeKylleill ycrneBaeMOCTHM W TPOBeJeHHUs
NMPOMEeXYTOYHOH aTTeCTaluy MO0 JUCHHUIINHE

6.1 OreHoYHbIe Cpe/CTBA /IS NPOBeieHUs TeKyIero KOHTPOJIs
6.1.1 cemecTp 7 | Y cTHBI onpoc

OnucaHue npoueaypsbl.

[TpoBeseHue ycTHOro onpoca B GopmMe «BOIPOC-OTBET»

Kpurepumu oneHuBanus.

OTBET PACKPHIT MOTHOCTHIO 8-10 6arioB

OTBET PACKPBIT UaCTHUYHO 4-7 6asljioB

HUMeeT TOJIbKO 00I1iee TipezicTaBieHye o mpobieme 2-4 6amioB
He oTBeTU — 0 GasioB

6.2 OueHouHbIe Cpe/iCTBA /I/IA POBe/|eHHs TPOMEe)XyTOUHOM aTTecTaluu

6.2.1 Kpurepun wu cpeacrBa (MeTo/bl) OLEHMBAHUA WH/JUKATOPOB [OCTHIKEHUS
KOMIIeTeHI[UY B PaMKaX MPOMeXyTOYHOM aTTeCcTal[uu

CpeactBa
NupukaTop AoCTHKeHUs MeTOABI
A PA Kpurepumu oneHuBanus ( Ab1)
KOMIIeTeHI|UH OLleHUBaHMA
NMPOMe)XXyTOUYHOH




aTTecTaluu

OIIK 0OC-9.2 CriocobeH Mpo/IeMOHCTPHPOBATh 3HAHUS
B 00/1aCTH TIPOrPaMMHBIX U TTPOTPAaMMHO-
anmnapaTHbIX CpeACTB  KOMITbIOTEPHBIX
CUCTeM, CHCTeM MpPOrpaMMUPOBAHUS,

JU/1s1 pellieHus poecCroHaNbHbIX 3aJa4.

yCTHOE
cobecesoBaHue 10
TEOPeTUUECKUM
BOIpPOCaM

6.2.2 TunoBbie OLleHOUHbIE CPeACTBA IPOMEXYTOUHOH aTTecTaluu

6.2.2.1 Cemectp 7, TumnoBble oLieHOYHBIE CPeACTBA /ISl IPOBe/JeHUs K3aMeHa 110
AUCLMIIUHE

6.2.2.1.1 Onucanue npoueaypol

1) DK3aMeH 1o AUCLIUIVIMHE MPOBOJUTCS COTVIACHO PAaCHMCAHUIO B HA3HAUEHHOU ayJuTOpHH, B
KOTOPYIO MpUI/IalllaeTCs K YCTaHOB/IEHHOMY Hauajy 9K3aMeHa I'pyIia CTyAeHTOB.

2) K 3K3aMeHy [I0TyCKarOTCSI CTY/IeHThI, KOTOPbIe BHITIOJTHUIA BCE TIPEIyCMOTPEHHbBIE pabOThI
10 OCBOEHUIO Kypca: C/IaHbI MpaKTHUeckre paboThI 110 BRIOPAHHOM TeMe.

3) Kaxkaplii CTy/IeHT U3 UKC/Ia JIOTYIIeHHBIX BLIOUPAeT OZIMH OW/IET ¥ TOTOBUTCS K OTBETY B
TedyeHue He MeHee 30 - 45 MUHYT MMCbMEHHO Ha MOCTAB/IEHHBIE TP BOIIPOCa B OusieTe.
OK3aMeH MPOBOAUTCS B JOPMe YCTHOT'O OIPOCa M0 3K3aMeHaI[MOHHBIM OuieTaM

6.2.2.1.2 Kpurepum orjeHUBaHUs

O1/1nuHO Xopouo Y,EIOBJI(’_T]ZOPI/ITEJIBH HeypoBieTBopuTe/1bHO
YBepeHHO u 6e3 Homnyckaet 3HaeT OTBeThI Ha /IBa He oTtBeuaet Ha /iBa U
oIMOOK OTBEYaeT He3HauuTeJIbHble BOIIPOCa WU Oosiee BOTIPOCOB.
Ha BCe BOIPOCHI OLIMOKY B OTBeTe | J[IOMyCKaeT OIIMOKU B
Ounera. Ha OJVIH U3 OTBeTax Ha BOIPOCHI.
BOIIPOCOB,
BKJ/ItOUast
JIOTIOJIHATE/IbHbIe
T10 pe3yJ/ibTaTam
cobece1oBaHUS.

6.2.2.2 Cemectp 7, TunoBbie o1jeHOUHbIE CPe/ICTBA /i/IsI KYPCOBOH PaboThl/KypCcoBOro
NPOEKTUPOBAHMS 110 AUCLIUIIIUHE

6.2.2.2.1 Onucanue npoueaypbl

KypcoBast paboTa 1o AUCIUTINHE SBJISIETCS OJHUM U3 OCHOBHBIX BUJIOB yUeOHBIX 3aHATUN U
dopMoii KOHTPO/ISI yueOHOM paboThl 00yJarOUXCS.

BrimonmHeHue 06ydaromMcst KypCcoBoi paboThI OCYIIeCTB/ISIETCS Ha 3aK/TFOUMTETbHOM JTare
M3yueHus yueOHOU JUCIUIUIMHBI, B X0Zle KOTOPOT'O OCYILIECTB/IsIeTCS 00yueHre MpUMEeHEHHIO
TM0JIyUYeHHbIX 3HaHWN U YMEeHUi MpY pellieHNH KOMILIEKCHBIX 3a/jau, CBSI3aHHBIX CO Cepoii
nipodeccroHaIbHOM /1eATeIbHOCTH Oy AyIUX CrelaaiCcTOoB.

BrimonmHeHue 06yyarouMcst KypCcoBoi paboThl 10 AUCLUITHHE TTPOBO/IUTCS C TIeJTbIO:

- CUCTeMaTU3alU U 3aKperyieHUs MoTyYeHHbIX TeOpeTUUeCKUX 3HaHUM U MPaKTUUeCKUX
yMeHHU# 1o 0011enpodeCcCHOHANMbHBIM U CITeLHa/IbHBIM AUCLUTIUHAM;
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- yriay0/ieHHs TeOpeTUYeCKUX 3HaHUM B COOTBETCTBUHM C 3alaHHOU TEMOW;

- (hopMHpOBaHUsT YMeHUH IPUMEHSITh TEOPETUYECKHE 3HAHWS TIPH PellieHnH
TIOCTaBJIEHHBIX BOTIPOCOB;

- (hopMHpOBaHME YMEHHUH HCII0/Ib30BaTh CIIPABOYHYIO, HOPMATHUBHYIO U MTPAaBOBYIO
JOKyMEeHTAL[MIO0; Pa3BUTHS TBOPUECKOW MHUI[MATHUBBI, CAMOCTOSITe/TbHOCTH, OTBETCTBEHHOCTH U
OpraHW30BaHHOCTH; MOJrOTOBKYU K UTOTOBOM IrOCY/JapCTBEHHOM aTTeCTaLUH.

Pa3paboTka TeMaTHKM KypCoBbIX paboT. THmoBasi TeMaTHKa KypCOBbIX paboT yKa3bIBaeTcs B
paboueii mporpamMmMe JUCHUTUTHHBL. O0yUaroUMCs TIpe/I0CTaB/ISIETCS TIPABO BBIOOPA TEMBbI
KypPCOBOIA pabOTbI B COOTBETCTBHH C TUIIOBOU TEMATHKOM.

B COOTBETCTBUM C TUTIOBOM TEMaTUKOM KypCOBBIX paboT mpernojaBaTensimMu «LleHTpa
KOMIIeTEHIIHI 110 KuOepOe30racHOCTH» e)Kero/IHO pa3pabaThiBaeTcCsl TeMaTHKa KypCOBBIX paboT
110 yueOHBIM TpyIIiaM, pacCMaTpPUBAEeTCs Ha 3ace/ilaHnU «LIeHTpa KoMIeTeHIu 1o
KubepOe3omacHOCTH» U yTBepkaaeTcs Ha 3acesianuu Y MK UacTtuTyTa T u AJl He mo3Hee,
YeM 3a MecsiL] /10 Hayajia KypCOBOT'0 TIPOEKTHPOBAHMSI.

Tema KypcoBoii paboThl MOXKeT OBITh TTPe/I0’KeHa 00YUarOLUMCS TIPU YCJIOBUM 0O0CHOBAHUS
UM ee Ije/iecoo0pa3HOCTH. 3a/laHre Ha KypCOBOe ITPOeKTHPOBaHKe BbIJAeTCsl KayKIOMY
oOyyaroreMycsi, He3aBUCHMO OT TeKYI[el OLIeHKH T0 AUCLUIITMHE B CPOK He T037Hee, 4eM 3a
[iBe HeZle/1 /10 Havyasia KypCOBOTr'O TIPOEKTHPOBaHMSI.

Odopmenne KypcoBoii paboThI JO/PKHO COOTBETCTBOBATh TPeOOBAHKMSIM, TIPOIHMCAHHBIM B
METO/IUYECKUX PEKOMEH/IAIIHSIX.

IIpymep 3aaHU:

Tunosasi TeMaTHKa KYpPCOBBIX paboT:

1. Anamus texHonoruu VPN U ee moctpoenue.

2. KomrmbroTepHble NpecTyIyieH|s] U MeTO/IbI 3allUThl UH(OPMaLUU.

3. Ob6ecnieueHrie THGOPMALIMOHHOM 6€30ITaCHOCTH TPH JUCTAHI[MOHHOM 00YyUeHUH.

4. OpraHu3aljus 3aiyThl ”HGOPMAaIUK B JIOKA/IbHOW BHIUYMC/IUTE/TLHON CeTH.

5. Vcnonb3oBanue yoiyr IT ayTcopcunra rpu obecrieueHUA UHPOPMAaIMOHHOM
0e3011acCHOCTH OpraHU3al[HH.

6. KowmriekcHoe obecrnieueHre MH(POPMALMOHHOW 6€30T1aCHOCTH TIPY peajii3aLiiyl yTPO3bl
TMOMBITKY JIOCTYTIA B yAQJIEHHYIO CUCTEMY.

7. AHanm3 3aiuieHHOCTH MH(OPMaLMOHHOW 06e301MacHOCTH Ha BO3/YIIIHOM TPaHCIIOpTe
8. MeTozp! ¥ cpefCcTBa 3allUThl UH(MOPMALIMKU OT HECAHKLIMOHMPOBAHHOTO [JOCTYTIA.
MeTo/ib1 ¥ Cpe/iCTBA 3alUThI OT KOMITBIOTEPHBIX BUPYCOB.

9. Opranu3arusi 6e30MacHOCTH CeTH TIPeATPUSITHS C UCIT0/Ib30BaHUeM OTepaljiOHHON
cucremsl Linux.

10.  PaspaboTka 1 aHa/iM3 UHGOPMALIMOHHOM CUCTeMbI 0€30MaCHOCTH [I/Isi CUCTEMBI
yTpaB/ieHus IPOU3BO/ICTBOM.

11. MeTo/ibl ¥ Cpe/iCTBa 3alliUThl UH(OOPMAILUU B CETSX.

12. I[Tporiecc 06pabOTKY U 3al[UThI IEPCOHA/IBHBIX JaHHBIX OHJIAMH-TIATHOPMaMHU.

13. HccnemoBaHue BHEIIHUX yTPo3 HHGOPMAI[MOHHOMN 6e301aCHOCTH.

14.  TIpombllLIeHHBIN IIMUOHAX KaK OJJUH U3 BUOB HapylleHuss UHPOPMaI[MOHHOM
6e301acHOCTH.

15. Awnanu3 ysI3BUMOCTeH ITPOrpaMMHOTO 00ecrieueHusl.

16.  Anamm3 u pa3paboTka HHGOPMALMOHHON CUCTEMBI /11 00BEKTOB KPUTHUECKOM
MH(POPMAaLIMOHHON MH(PACTPYKTYPBHI.

17. Cnoco6bl ¥ MeTO/IbI 3aIUThI MH(OPMALIMOHHBIX PeCypPCOB.

18.  M3yueHue mpOrpaMMHbBIX CPe/ICTB 3alljUThl OT HECAHKLIMOHMPOBAHHOTO AOCTyNa U
pasrpaHuyeHys NpaB Mo/Ib30BaTe el.
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19. Posib crierjuanucTa o 3aiute uHGopMaLuu Ajis 5KOHOMUKU Poccum.

20.  Mertozpl obecrieueHust 6e30MaCHOCTY UHTEPHET-PeCyPCOB.

21. Cy1LHOCTb, HA3HaUeHUe U CTPYKTypa CUCTeMBI 3alUThl MH(GOpPMALUH.

22.  MexaHu3Mbl 3alUTHI MH(OPMALIMY B BEIUUC/TUTE/IBHBIX CETSIX.

23. 3amumra uHpopMaLK CeTH NpeArpusaTUs CpeJiCTBaMU Secret net.

24. CraHiapThl ¥ cepTUdUKaLMK B 06/1acTh MHPOPMALIMOHHOM 6e3011acHOCTH.

25. TexHosoruu 3aumTsl uHpopmarmu B WI-FI cetsix.

26.  Pa3paboTKa HOBBIX aJrOPUTMOB 3/IEKTPOHHOM MO/ITUCUA YU UX CPAaBHUTE/IbHBIN aHa/In3 C
V3BeCTHBIMU CTaH/apTaMHU.

27.  CylHOCTb, HA3HaY€HUEe U CTPYKTypa CUCTEMBI 3all{UThl TH(POPMALUH.

28. CucTeMa MHKeHepHO-TeXHUUeCKOU 3alUThl HH(OpMAaLUH.

29. 3awmra ot SQL-arak._

6.2.2.2.2 Kputepuu oLieHUBaHMSA

Y noBneTrBopuUTe/bH
OT1MuHO Xopomo A o P HeypoBiieTBopuTe/1bHO
- TI0JTyYatoT - TI0JTyYaroT - MI0/TyYaroT - CTaBUTCS 3a KypCOBYHO
obyuaroryecs, obyuaroriyecs, obyuaroliyecs, paboTy, ecyii 4nc/Io
odopmUBILIHEe odopMUBIIIHE odopmuBILITIE OLITMOOK ¥ HEI0UeTOB

KypCoBYyI0 paboTy B
COOTBETCTBUHU C
TIpe/IbsIB/ISIEMBIMHU
TpeOOBaHUSIMH, B
KOTOPOM OTpakeHbI
BCe He0OXO0JUMBbIe
pe3y/bTaThl
TIPOBe/IeHHOTO
aHasM3a, cZesiaHbl
o6obaroiye
BBIBO/IbI U
TIpe//I0KeHbI
peKoMeH/jal[K B
COOTBETCTBUHU C
TeMaTUKOMN
KypPCOBOM paboThI,
a TakKe rpaMOTHO
Y MCUepIbIBatollle
OTBETHBILIME Ha BCe
BCTpeuHbIe
BOIIPOCHI
Tipero/iaBaTe’isi.
OJIeMeHTBI
KOMIIeTeHLIUI
chopmMUpOBaHbI Ha
BBICOKOM ypPOBHe.

KypCOBYI0 paboTy B
COOTBETCTBHUH C
TIpeIbsIB/ISIEMBIMU
TpeOOBaHUSIMHU, B
KOTOPOI OTpakeHbI
BCe HeOOXO0JUMBbIe
pe3y/bTaThl
TIPOBE/IEHHOTO
aHasM3a, cZiesiaHbl
obobrarorye
BBIBOZIbI U
TIPe/II0>KEHBI
peKoMeH/Ial[uH B
COOTBETCTBHUH C
TeMaTUKOM1
KypCOBOU paboTBHI.
IIpu sTOM NpU
OTBeTax Ha
BOTIPOCHI
TIperiofiaBaTe’is
obyuaroruics
JomycTun He bosee
JIBYX OIIIMOOK.
OJIeMeHThI
KOMIIeTeHLIUI B
OCHOBHOM
chopmMupoBaHbI Ha
cpezfHeM, HO
JIOCTaTOYHO
BBICOKOM YPOBHE.

KypCOBYI0 paboTty B
COOTBETCTBHUH C
TIPe/IbSBISIEMBIMU
TpeboBanusiMu. [1pu
3TOM TIpY OTBeTax Ha
BOIPOCHI
TiperiofiaBaTe/ist
oOyuaroruics
JOTTyCTHIT O0/ee TPEX
OIIMOOK. DJIEMEHTBI
KOMIIeTeHLINI
chopMHpOBaHbI Ha
JOCTaTOYHOM, HO
MUHUMAaTbHOM
TIOPOTOBOM YDOBHE.

TMPEBBICUTIO
Y0BJIETBOPUTE/IbHBIN
yPOBEeHb KOMIETeHLIUH.
OJIeMeHTbI
KOMIIEeTeHIINM He
chopMHPOBaHbI.
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7 OcHOBHas y4yeOHasA MTepaTypa

1. MeToapuecKre yKa3aHHs 10 POBE/IeHUI0 Tab0paTOPHBIX paboT MO JUCIUITIMHE
"TexHuueckasi 3ammuyra uHdopMaru' o reMe "MeTo/ibl 0OHapY>KeHHsI CKPBLITHIX BUleOKamep"
[D/1eKTPOHHBIM pecypc] : AJisf CTYIeHTOB I10 HarpaBAeHUIO MOATr0TOBKH/CTIEI[Ua/IbHOCTU
10.03.01 "MUudopmaronHas 6e3omacHocTs" / IDKYT. Hall. uccief. TeXH. yH-T, Kad. nadopm.
6e3omacHocTH, 2018. - 22.

[Caiir] — URL: http://elib.istu.edu/viewer/view.php?file=/files3/er-15458.pdf

2. MeToiuuecKre yKa3aHusl TI0 TIPOBeIeHHI0 J1abopaTOPHBIX PaboT 10 AUCLIUTIINHE
"TexHuueckas 3amyra uadpopmMaruu" 1o teMe "3aimra MUHPOPMaLMKU OT YTEUKH 10 LiersiM
3/1eKTpornuTaHus’ [D1eKTPOHHbBIN pecypc] : AJis CTYy[AeHTOB 10 HarlpaBeHUI0
nogarotoBku/crierabHOCTH 10.03.01 "MHopMaroHHas 6e3omacHocTs" / IpKyT. Hall. UCCIIef,.
TeXH. YH-T, IH-T BBICOKUX TexHoJiorui, Kad. nadpopm. 6e3omacHoctH, 2018. - 30.

[Caitt] — URL: http://elib.istu.edu/viewer/view.php?file=/files3/er-15459.pdf

3. Xopes II. b. [IporpammHo-anmaparHas 3amyTa uHpopMaruu : yuebHoe rocobue Jist By30B
10 HaripaBieHusM "MHbopMaloHHas 6e3omacHoCcTh" U "VH(opMaTHKa U BLIYUCTUTE/TbHAS
TexHuka" / I1. b. Xopes, 2012. - 351.

4. 'ndopmariionHasi 6e30macHOCTD U 3aiuTa HHbopMaruy : yuebHoe rocobue it By30B T10
HaripaB/ieHuto "VMHdopmalnoHHbIe crcTeMbl U TexHooruu" / FO. FO. I'pomos, B. O. [Ipaues, O.
I'. UBaHora, H. I'. Illaxog, 2016. - 383.

8 JonoiHUTE/IbHAA yUyeOHasi IMTepaTypa M CIpaBoOYHast

1. MeToanueckue yKa3aHusi 110 IPOBe/ieHHI0 1ab0paTOPHBIX paboT Mo JUCLUIIMHE
"TexHuueckas 3aiuTa uHopmaluu" mo Teme "BbisiB/ieHre KaHA/IOB YTeUKH UHPOPMAaLUU 3a
CUeT aKyCTO3/IeKTpUUeCKuX rpeobpa30BaHuil BO BCIIOMOTaTeIbHbIX TeEXHUUeCKHUX CPeJiCTBaX U
cuctemMax" [D71eKTPOHHBIN pecypc] : /1S CTY/IeHTOB 10 HarpaB/eHUIo
nozarotoBku/crietipanbHocTH 10.03.01 "UHbopMaiioHHas 6e30macHOCTh" / VIDKYT. Hall. UCCe.
TexH. YH-T, Kad. nadopm. 6e3omacHocT, 2018. - 22.

[Caiit] — URL: http://elib.istu.edu/viewer/view.php?file=/files3/er-15460.pdf

2. MenbHMKoB B. T1. THbopMaliMoHHas 6e301acHOCTD U 3aliyTa uHGOopMalyy : yuebHoe
nocobue f171s1 By30B 110 crieifuaibHOCTH 230201 "VIHbOopMaIioHHbIe CHUCTeMbI U TEXHOJIOTHH'" /
B. I1. MenwHukos, C. A. KneiimeHos, A. M. I1erpakos; oz pef. C. A. KneiimeHnoga, 2009. -
330.

9 Pecypcsl cetu VIHTepHeT

1. http://library.istu.edu/
2. https://e.lanbook.com/

10 ITpodeccuoHabHBIE Ha3bl JAHHBIX

1. http://new.fips.ru/
2. http://www1.fips.ru/
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11 TIlepeyenr WH(OPMALHMOHHBIX TEXHO/IOTHH, JIMIEH3WOHHBIX W  CBOOOAHO
pacrpocTpaHsieMbIX CHeMa/JIN3MPOBAaHHBIX MPOrpaMMHBIX CPeACTB, MH(pOpMaIMOHHBIX
CIIPaBOYHBIX CUCTEM

1. CBobogHO pacripocTpaHsieMoe MporpamMmHoe obecrieueHre Microsoft Windows Seven
Professional (Microsoft Windows Seven Starter) - Seven, Vista, XP_prof 64, XP_prof_32 -
nocraBka 2010

2. CpobopHo pacripocTpaHsieMoe mporpaMmHoe obecriedenne Microsoft Windows Seven
Professional [1x100] RUS (nipoBezeH arrpeiis, ¢ Microsoft Windows Seven Starter [1x100]) -
rocraska 2010

3. CBobogHO pacmpocTpaHsieMoe TiporpaMMHoe obOecrieueHue Microsoft Windows Server
Standard 2008 R2 Russian Academic OPEN 1 License No Level

12 MaTepI/laJIbHO-TeXHI/I‘-IECKOE o0ecreyeHue JAUCIUITI/IMHBI

1. Pabouas craniusa: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ T1O

2. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

3. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

4. Pabouas cranmus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

5. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

6. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mmbltub/ka+ T1O

7. Pabouas craniusi: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

8. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mbltub/ka+ 1O

9. Pabouas cranius: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

10. Pabouas crannumst: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

11. Pabouas cranust: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

12. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O
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13. Pabouas crannust: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/mon.19" LG/6n0k UBIT/Mbltub/ka+ 1O

14. Pabouas cranus: ASUS P5Q-EM/Intel Core 2 Duo E8500/DDRII DIMM 2Gb/320
Gb/DVD-RW/512Mb PCI-E GF/monH.19" LG/6n0k UBIT/Mmbltub/ka+ 1O

15. M®Y FS-1128 MFP
16. TTpoektop Epson EB-W04LCD.WXGA 1280*800.3000:1.2800 ANSI Lumens

17. Cepsep CPU Intel Core i7-960/GA-X58A-UD3R/DDR-IIIDimm 2Gb/HDD 1
Tb/DVD-RW/512MB PCI-E/6n0k niut.+I10
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