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1 IlepeyeHb IJIAHUPYEMBIX Ppe3y/IbTAaTOB O0yYeHHs MO JUCLHHUIUIAHE, COOTHECEHHBIX C
IUIAaHUPYEMbIMH pe3y/IbTaTaMHU 0CBOEHHs 00pa30BaTe/IbHOM MPOrPaMMbI

1.1 JuciumiuHa «3am@ura MHGOpManUW» obecrmeyuBaeT (OPMHUPOBAHHE CJIeAYIOLIHX
KOMIIeTeHI[UI C yUéTOM MHJUKATOPOB UX [JOCTH)KeHUsI

Kopa, HanMeHOBaHHe KOMITeTEeHIIUH Kop uHANMKaTOpa KOMIIeTeHIUHI

OITK OC-10 Crioco6HOCTb TIPUMEHSITh METOBI U
Cpe/iCTBA 3alUThl HHOOPMALIUH

OITK OC-3 Crioco6HOCTh peliaTh CTaHAApPTHBIE 3a/jaun
npodeCCUOHAIBHOM IeATeTbHOCTHA Ha OCHOBE
WHGOPMALIMOHHOM 1 6ubmorpaduueckoi KyIbTypPbl C
NpUMeHeHreM MH(OPMAaLMOHHO-KOMMYHHUKALIMOHHBIX
TeXHOJIOTHH 1 C YUeTOM OCHOBHBIX TPeOOBaHHIM
rvHGbOPMaLIMOHHOM 6e30MacHOCTH

OITK OC-6 Crnioco6HOCTh pa3pabaThiBaTh OU3HEC-TI/IAHBI
Y TeXHUUeCKHe 3a/laHusl Ha OCHallleHue OT/lesIOB,
naboparopuii, 0prCOB KOMITbIOTEPHBIM U CETEBBIM
obopyzoBaHeM

OIIK OC-10.2

OIIK OC-3.3

OIIK OC-6.4

1.2 B pe3ysibTaTe 0CBOeHUsI JUCLUIIMHBI Y 00yUYarOIUXCA AO/DKHBI ObITH ChOpMUPOBaHbBI

Kop

CopepxaHue HHAUKATOpA Pe3yabTaT 00yueHust
HHAMKATOpa

3narb Knaccudukaiyio 1 Ha3HaueHre
[10 b
[TpuHLMTB pabOTHI KITFOUEBBIX
Kareropuii [10
Mopenu yrpos
OcHoBHbIe TpebOBaHUSI CTaHJaPTOB U
perynsaTopoB
[ToTeH1ManbHbIe PUCKU U
orpannyenus [10 b
CriocobeH ocBauBaTh 1 Ymerb BrINoHATE UHCTAIISALUIO,
VICII0/Ib30BaTh IIPOrpaMMHOe 0a30ByI0 ¥ TOHKYIO HACTPOUKY
obecrieueHue fjist peleHust pa3mmuHbIx TUroB I10 Ub nog,
NpaKTHUYeCKUX 3a7a4 KOHKpeTHbIe 3a/jaui U
rHGMOpPMaLMOHHOM 6e301MacHOCTH | UH(PPACTPYKTYPYy.

Y 3alMThl THPOPMaLU1 Comnposoxgats I10 UB.
[varsoCcTrpoBaTh U yCTPaHATh
6a3oBble HercripaBHOCTH B pabote 10
Vb; morumMarhb coobireHust 06
ommbKax
Baaaerb HaBblkamMyl HMCIIOJ/Ib30BaHUS
I10 b
HaBbikamu aBTOMaTH3aLUi Py TUHHBIX
3aja4
HaBblkamu JOKYMEeHTUPOBaHUs
OIIK OC-3.3 CriocoOHOCTB MCIO/H30BaTh 3HaTb OCHOBHBbIE Oneparu U
HOPMAaTHBHbIE TIPAaBOBBIE aKThl, | MPeoOpa30oBaHUs: JeTepPMUHU3ALMS,
PYKOBOJSIIME ¥ METOAUYECKHe | MUHMMM3alsl, IpoBepKa

OIIK OC-10.2
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JOKYMEHTBI YTIOJTHOMOUEHHBIX
denepanbHBIX OpPraHOB
WCITOJTHUTE/TbHOM BJ/IACTH T10
3amure UHGOPMaIUH; yMeeT
OLIeHUTh UH(POPMAI[UOHHbIE PUCKU
B aBTOMaTH3UPOBAHHBIX CHCTEMaX
Y Ompe/ie/iATh MephbI, TIPaBHIa,
TIpOIieIypbl, METO/IbI U CPE/ICTBA
JJ1s1 3aLUTHI UH(OpPMAaIUn

9KBUBA/IEHTHOCTH.
B03MO>XXHOCTH U OrpaHUYeHus
KOHKPEeTHBIX UHCTPYMEHTOB

Poss aBTOMaTOB B Ib:
MO/ie/IMpOBaHKe MPOTOKOJIOB
ayTeHTU(VKALMY, aHa/IM3a CeTeBOr0
tpaduka (IDS/IPS), neTekTripoBaHUe
BpesoHocHoro I10, cuHTes
3al[UIIIeHHBIX CXEeM.

Ymetb Onpefieniath, COAEPKUT /U
pellaeMasi 3ajiaua WM UCOIb3yeMast
Mo/ieslb KOH(PUIeHL[MaTbHYIO0
rH(OopMaLHio.

Pa3bupathb ommbKU B MO/IE/SX
aBTOMAaTOB MOTYT MPUBECTH K
ySI3BUMOCTSIM 6€30MacHOCTH.
Bnapgers YBepeHHOe BajieHve
vuHTepdelicom u GhyHKLIMOHAIOM 1-2
Crielaiv3upOBaHHbIX MTPOTPAMM JJIs]
MO/IeTMPOBaHMs U aHa/iu3a aBTOMaToB
(narnpumep, JFLAP, koHKpeTHas
6ubmioTteka Ha Python/C++).

OIIK OC-6.4

Pa3pabaTbIBaeT IjIaHbl U
TeXHUUeCKHe 3aJJaHusI Ha
OCHall[eHHe OT/IeJIOB,
nabopaTopuid, ohrcoB
KOMITbIOTEPHBIM U CETEBBIM
000pyZj0BaHHEM C YUETOM
vuH(OopMaIMoHHOW 6e30MmacHOCTH

3HaTb OCHOBBI ITpoeKkTHUpoBanus UT-
HWH()PaCTPYKTYyphI

Ymers ®opmupoBaTh apXUTEKTypPHbIe
petuenus v T3 no
MOCTpoeHrr/MoepHu3aru 1UT-
MH(PPaCTPyKTYpbI C yUeTOM
TpeboBanuii b

Bnagers MeToposorueii
MPOeKTUPOBaHUA 3awuiieHHon UT-

WH(OPACTPYKTYphI

2 MecTo auciMIuiuHbI B cTpyKType OOII

W3yueHne OUCLUIUIMHBI «3amuTa uH(GoOpManyu» 6a3rupyeTcss Ha pe3y/IbTaTaXx OCBOEHUS

C1eJyromux ,ELI/ICLII/IHJ'II/IH/ MPaKTHUK:

«BBenienvie B

npoeCcCHOHA/BHYIO  /1eATeTbHOCTbY,

«[JuckpeTHas MaTemMaTuKa», « Teopus aBToMaToB», «OneparjuoHHble CUCTEMbD»

OucuunivHa sBAsieTCsl MpeALlecTBYIOIeN A/ AUCLUIUIMH/TPAKTUK: «OcHoBbl UT-
MeHe/[)KMeHTa», «be3onacHocTh Linux cuctem», «IIpoekTripoBaHre HH(POPMALMOHHBIX CUCTEM»

3 O0BeM AUCIHUILIMHbI

O0beM AUCHMIIHHBI cocTaBisieT — 4 3ET

Buy yue6Ho# padoThI

TPpya0eMKOCTh B aKaJeMHYeCKHX Yacax
(OpuH akajeMUUecKUil yac COOTBeTCTBYeT 45
MUHYTaM aCTPOHOMUYECKOTO Yaca)

Beero qu6Hbg/I rog Ne
OO0111ast TPYZA0eMKOCTh AUCIIATITMHBI 144 144
AyJUTOpHBIE 3aHATHS, B TOM YUCJIE: 16 16




JIeKLIUU

nabopatopHbie pabOThI

HpaKTI/IT-IeCKI/IE/ CEMUHAPCKHUE 3dHATUSA

CamocrosTenbHasi paborta (B T.u.
KYPCOBO€ MPOEKTUPOBaHue)

(e} fecRfec]
= | O[00|00

119 119

TpyA0eMKOCTb TPOMeXXyTOYHOM

9 9
aTTecTaluu
By mpoMe)XyTOYHO# aTTecTaluu
(MTOroBOrO KOHTPOJISI TIO JUCLIUI/IMHE) JK3AMEH JK3AMeH

4 CTpyKTypa U co/iep>KaHue JUCLUII/INHbI

4.1 CBojiHbIe JaHHbIE N0 COAEP)KaHHUI0 AU CLUT/IUHBI

Yueonsrii rog Ne 3

Ne HaumeHoBaHHe HEKL[I/II/IB"ALI Ko““};(};r HOH pa60T112113 (CEM) CPC dopma
n/n pa3;::ena 1 TeMbI N Ko N Ko N Kou. N Ko T(:)Kym:ro
AVCIUIUTAHBI o Yac. o Yac. o Yac. o Yac. | KOHTPOIA
1 2 3 4 5 6 7 8 9 10 11
BBegenue B OrtueT no
1 VMH(OPMaLIMOHHYO 1 1 3 32 saboparop
6e30MacHOCTb HoW pabore
PKIu Otyet 1o
2 3JIeKTPOHHAs 8 1 5 1 2 32 saboparop
TIO/IMTUCh HoW pabore
Ananus Otuer 1o
3 3/1eEKTPOHHBIX 7 1 6 3 sabopaTop
JKYPHAaJIOB HoW pabore
AHTHBUPYCHBIE Otuer 1o
4 CUCTEMBI 3 1 4 1 naboparop
HoW pabore
AnnapatHblie Ortuet no
5 yTPO3bI 2 1 yabopaTop
HOM pabore
IIpomesxyTouHas 9 SK3aMeH
aTTecTalys
Bcero 5 5 73

4.2 KpaTkoe cojiep>xaHue pa3/ie/ioB ¥ TeM 3aHATHHU

YueOusbIii rog Ne 3

Ne Tema Kpartkoe coaepxanue
1 BBenenue B OcHoBHbIe NPUHLUITBI (KOHPUAEHLIMaTbHOCTD,
MHGOPMAI[MOHHYIO LIeJIOCTHOCTb, AOCTYITHOCTh), YTPO3bI /151
0e3011acCHOCTh TeXHUUECKHUX CHCTeM, HopMaTHBHasi 6aza PCTOK
2 PKI u s51ekTpOoHHas Crpykrypa PKI.
MO/INKCh [porecc co3paHus ¥ UCTIOIB30BaHUST 3/IEKTPOHHOM
MOANUCHA
3aKoHOZaTeIbHOE pery/iMpoBaHue
3 AHanu3 3/1eKTPOHHBIX WcTouHuKY JaHHBIX /18 aHa/iru3a
)KYpHaJ/IoB WHcTpymMeHThI aHaiu3a: Open-source MHCTPYMEHTHI:
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Logstash, Elasticsearch, Graylog. Kommepueckue
npoaykthl: Splunk, IBM QRadar, SolarWinds LEM.
TunuuHble ClLIeHAPUY MCII0/THb30BaHUS

4 AHTUBUpPYCHBIe cucTeMbl | [TpyHLUIT pabOThl aHTUBUPYCHBIX CUCTEM.
CoBpeMeHHbIe TUITbl AHTUBUPYCHBIX pPelleHU
OddeKkTUBHOCTb U OTpaHUYEHUsT aHTUBUPYCHBIX
CUCTEeM

5 AnmnapaTHble yrpo3sbl Knaccudukanys anmnapatHbIX yrpo3.
[Iprmepsl anmnapaTHbIX yrpo3
MeTob! 3aLMTHI OT arnrapaTHbIX yrpo3

4.3 IlepeueHb /1abOPaTOPHBIX PadoT

YueousnIii rog Ne 3

. Kosi-Bo akapgeMuueckux
Ne HaumeHoBaHHe /1a00paTOPHO PadoThI
4acoB

Amnanu3 puckoB Vb Ha mpumepe peasibHOU

1 opraHu3alu 1 pa3paboTka MoJuTUKU 1
0e30MacHOCTH.
VccnenoBanue anmnapaTHbIX ysI3BUMOCTEM

2 (Spectre/Meltdown) 1 kKoHpuUTryparus 6a30BOM 1
OTKa30yCTOWUMBOCTH.

3 Hactpolika u TecTUpOoBaHHe CeTeBOr0 3KpaHa 1
(iptables/nftable)

4 CpaBHUTe/IbHBIN aHaM3 3P PeKTUBHOCTH 1
QHTUBUPYCHBIX NPOAYKTOB.
Co3panue kopHeBoit uHdpacTpyktypsl PKI u

5) BBIMYCK cepTUduKaToB. [Toanuck 1 mpoBepka 1
JIOKYMEHTOB.
LleHTpanM30BaHHbIN COOP U aHATU3 >KyPHA/IOB

6 cobsiTHii ¢ nomorrpio ELK Stack (Elasticsearch, 3
Logstash, Kibana).

4.4 TlepeyeHb NPAaKTHUECKHX 3aHATUMN
ITpakTHYecKUxX 3aHATHIN He IIPeyCMOTPEHO
4.5 CamocTosTesTbHasA padora

Yueonsiii rog Ne 3

Ne Bup CPC Koi-Bo akapgeMuueckux
4acoB
BrInosiHeHWe KOMITbIOTEPHBIX SKCIEPYMEHTOB U
1 KOMITbIOTEPHBIX JTaO0OPATOPHLIX paboT B 55
JUCTAHLIMOHHOM peXXHUMe
2 IToAroToOBKa K 3a4éTy 32
3 ITogroroBka K NpakTUYeCKUM 3aHATUAM 32

B xope npoBesieHNs 3aHATUN 10 JUCLMIUIMHE UCIIO/IB3YIOTCS CJIeYIOIYe UHTepaKTUBHbIe
MeTo/bl 00yueHus:: [IucKyccust



5 IlepeueHb yueOHO-METOJUUECKOT0 00ecieyeHUs] JUCHUTLTHHBI
5.1 MeToanueckue yKa3aHUA /1A 00yYarOI[UXCSA 110 0CBOEHHIO JUCHUILTMHBI
5.1.1 MeToauueckue yKa3aHus Jijis 00yUaroIUXCA M0 J1ad00paTOPHBIM padoTam:

1)
3azauu:

Onwucath BHIMBILLIZIEHHYIO OPraHU3aLuio.

WcnonszoBate OWASP Risk Assessment Framework v mabnonst u3 Mozilla Information
Security (MIG) ana naeHTUQUKaLMKM yrpo3 (BK/IHOYask COLMaTbHYI0 UH)XXEHEPUIO) U
YSI3BUMOCTEN.

OLeHUTh PUCKH C TIOMOLLBIO POCTOM MaTpULibl (BEPOSTHOCTh/B/IHSIHUE).

Wcnonb3oBats Open-Source 11ab/i0HbI MOMTHK (Hanpumep, oT SANS Institute vty u3
penio3uropueB GitHub) ass pa3paboTku dparmeHTa MomUTUKY (Harmp., "TlosMTHKa apoapHOM
aytentTudukayn” i "Iommruka obpaborku I1IH").

CornoctaButh Mephl 3aiuThl ¢ TpeboBanussmu ISO/IEC 27001 (TeKcT cTaHAapTa AOCTYTIeH JijIst
o3HakomsieHust) unu NIST SP 800-53 (Open).

NuctpymenTsl: OWASP Risk Assessment Methodology, Mozilla MIG m1abnonsr, SANS Policy
Templates (Open-Source Bepcun), TekcTsl ISO 27001/NIST SP 800-53.

2)

3ajauu:

YcranoBute AnbT JIMHYKC B BUPTYa/IbHOU Cpefie.

Wcnonb3oBatk spectre-meltdown-checker (Linux) A5 mpoBepky cUCTEMBI Ha YS3BUMOCTH
Spectre/Meltdown.

[TpoaHamM3upOBaTh BLIBOJ, HAWTH MH(POPMALIMIO O TPUMeHeHHbIX Mepax 3alUThl (MUKPOKO/,
A7pO0).

Hactpouts nporpammusiii RAID 1 (3epkano) ¢ nomoteto mdadm (Linux) mwiu LVM Mirroring
Ha BUPTYa/bHbIX JHUCKaX.

ChIMUTHPOBATh 0TKa3 Jucka (mdadm --set-faulty mim dusnueckoe otkoueHue qucka B VM).
[TpoBeputh paboTOCIIOCOOHOCTH CUCTEMBI ¥ BOCCTAHOBJIEHHE MaCcCHBa.

[Tpoananu3upoBats XypHasbl (journalctl, /var/log/syslog).

WuctpymenTsl: spectre-meltdown-checker, mdadm, LVM (Linux), journalctl, grep.

3)

Vcrionb30BaTh BUPTYaIbHYO OTIEPALIMOHHYIO CHUCTEMY M3 BTOPOU 1abopaTopHO paboThI.
HactpowuTs nftables (v iptables) Ha cepeepe:

Pa3pemmts Tosibko SSH (tcp/22), HTTP (tcp/80), HTTPS (tcp/443).

3arnpeTuTh BCe BXOASILLMEe COeJUHEHHUsI TI0 YMOTYaHHUIO.

3absokupoBath ICMP-3anpock! (OII[HOHAIBHO).

PaspeluTh JOCTYTI K BeO-cepBepy To/bKo ¢ IP KiueHTa.

C Attacker ncnonb3oBats nmap, hping3 f/1s1 TeCTUpOBaHUsI MPaBUII:

CkaHupoBaHue MopToB (-sS, -sV).

[TpoBepka focTynHOCTH cepBUCOB (telnet, nc).

ITpoBepka 6si0krpoBku ICMP (ping).

C Client npoBepuTh A0CTYN K pa3pelleHHbIM CepBHUCaM.

NuctpymenTsl: VirtualBox/Proxmox/GNS3, Linux (Debian/Ubuntu), nftables/iptables, nmap,
hping3, telnet/netcat.

4)[TpoBecTu aHAIUTUKY 0030POB CYILECTBYIOLIUX JIFOOBIX TPEX aHTUBHUPYCHBIX CUCTEM.
CocTaBUTh PEUTHHTOBYIO Tab/MILy C UX OMKCAHHEM.

5)3amauu:

Co3gatb kopHeBoH Y1 (CA) ¢ momousro OpenSSL:
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I'eHeparusi NPMBATHOTrO KJ/It0UYa U CAMOMO/IMCAHHOTO CepTU(UKaTa.

Co3pars ¥ noAnucarb cepTudUKaT cepepa (/151 Beb-cepBepa Apache/Nginx).

Co3pate ¥ nojnucaTb CepTUQUKAT MoJb30BaTess.

HactpouTts Be6-cepBep Apache wiu Nginx Ha ucmnosib3oBanve HTTPS ¢ co3gaHHbIM
CepTU(UKATOM.

YcTaHOBUTHL KOpHEBOH cepThduKar Y1 B xpanunuiiie kiveHTa (6paysep wiu OC).
IMoanucatk TekcToBbIH ¢aiin ¢ momoibio GnuPG (GPG) unu co3gats u noanvcats PDF ¢
nomoiipio LibreOffice um OpenSSL (smime).

[TpoBepuTh NoANMch f0KyMeHTa. [IpoBepuTh (aiia, nojgnucanHeli Apyrum Y1 (gpyroro
CTYyZieHTa)

WncrpymenTtsl: OpenSSL, Apache/Nginx, GPG (GnuPG), LibreOffice, 6pay3ep
(Firefox/Chrome).

6)3agaum:

Pa3BepHyTh Elasticsearch, Logstash, Kibana (ncnonb3oBate Open Distro for Elasticsearch wmu
unctei OSS Bepcun).

YcTtaHOBUTh U HacTpouTh Filebeat Ha Linux-kiveHTe /st cbopa cucTeMHBIX JIOTOB (Syslog,
auth.log).

YcranoBuTh 1 HacTpouTh Winlogbeat Ha Windows-kiveHTe (OMLMOHAaIBHO, ec/id ecTb Windows
BM) ans c6opa Event Logs.

Hacrpouts Logstash gns npuema oroB ot Beats v nx napcunra (¢punbTpel grok).

Cospgatb uHjieKchI B Elasticsearch.

B Kibana:

Cosgath Index Patterns.

[MocTpouTh BU3yanu3aluu: rpadyk HeyJauHbIX JIOTUHOB, TabJIMIja 1MoJib30BaTe el C olmbKaMu
BBO/Ia NapoJisi, KapTa NCTOYHUKOB aTak.

Co3pars fambopy U3 BU3yain3aluil.

CreHepupoBaTh COOBITHS HEYZAUHBIX JIOTMHOB 1 OTC/IefuTh uX B Kibana.

Nuctpymentsl: Elasticsearch OSS, Logstash OSS, Kibana OSS, Filebeat, Winlogbeat, Linux

5.1.2 MeToguuecKue yKa3aHUsl /IS 00y4aroIUXCs IO CaMOCTOSITe/IbHOM padoTe:

- [TogroToBKa K 1ab0paTOPHBIM 3aHSATHSIM.

[esb: paboTa c METOAMUECKUMH YKa3aHUSIMU K BBIMTOJTHEHUIO pab0ThI, KOHCTIEKTOM JIEKIUH,
JIOTIOJTHUTETbHBIMU UCTOYHUKAMU MH(OPMaLIH, TIOBTOPEeHHe MaTepua jist 3allUuThl pabOoThI.

- [IpopaboTKa OT/ie/TbHBIX Pa3zie/ioB TEOPETUUYECKOTO Kypca.

Lenb: monyyenve 6osiee rimyOOKHUX 3HaHUM U HABBIKOB TI0 CIIeL[Ha/IbHBIM Pa3/eiaM AUCLUTTAHBI

6 ®DoHJ OLEHOYHBIX CPeACTB A/ KOHTPOJIA TeKylleill ycreBaeMOCTH M TPOBeJeHHUs
NMPOMEe)XYTOYHOM aTTeCTalyy Mo JUCHMUIIUHE

6.1 OneHOYHBIe CPe/CTBa /I/Isl IPOBe/JeHUs TEKYIIero KOHTPOJIsS
6.1.1 yue6HbIii rog 3 | OTueT o 1aboparopHoii pabore
Omnucanue nponeaypel.

3arura 1abopaTopHO pabOThI IPOBOAUTCS B (hOpMe YCTHOTO OTpoca 00yUaroIerocs.
Borpock! KacaroTcs 3amuiriaemMoid pabotsl. [1py 3TOM, KpoMe TeopeTUUeCKOM COCTABJISIONIEH,
TIpY 3a11uTe paboThl TPero/iaBaTe/lb MOXKET IMOTIPOCUTh MPO/IEMOHCTPHUPOBATh HAaBBIKK PabOTHI C
10, ymeHue npoeKTHpOBaTh 6a3y JaHHBIX Ha HeOO/bILINX 3aauax.

KpuTtepun oueHuBaHus.



PaboTa cunTaeTcs 3alIWILeHHO! ITPY BBIMOJTHEHUH BCeX TPeOOBaHMI K ee BBITIOIHEHUIO U
0(hopMJIEHHUIO, a TAKXKe TPABU/IbHBIX OTBETAX IPH ee 3alljuTe, YMEHUU TIPOJIeMOHCTPUPOBATh Ha
HeDOJIBIINX 33/jauaxX HaBbIKH, KOTOPBIM ITOCBsIIeHa labopaTopHast paboTa.

6.2 O1jeHOYHBbIe Cpe/CTBA /ISl NPOBe/ieHUs1 MPOMe)XXyTOUHOM aTTeCTaliu

6.2.1 Kpurepun u cpeacrBa (MeTo/bl) OLEHMBAHUA WHJUKATOPOB /OCTHIKEHUS
KOMIIeTeHI[UHM B PaMKaX NMPOMe)XyTOUHOM aTTecTanuu

CpeactBa
(MmeToabBI)
NHauKaTop AOCTIHKEeHHUS
S — KpuTepuu onjeHUBaHus OLIeHUBAHUA
NMPOMe)XyTOUHOM
aTTecTanuu
OIIK OC-10.2 CriocobeH ocBavMBaTh W WCIIOB30BATh | Y CTHOE
MPOrpaMMHOe obecrieueHue anisi | cobecejoBaHue
pellieHust MpaKTHUUeCKUX 3aja4u | W/umm
MHGOPMALIMOHHOM  0e30MacHOCTH M | MPAKTHUECKHUe
3aluThl THGOpMaLM1 3a[aHust
OIIK OC-3.3 CriocobeH ocBauMBaTh W WCIIOBb30BATh | ¥ CTHOE
TPOrpaMMHOe obecrieueHne IJist | cobeceioBaHue
peliieHust TPaKTHUUeCKUX 3a/jau | W/umm
vH(MOpMaIMOHHOKW  6e30MacHOCTH U | TIPaKTHUeCKue
3alUThl THGOPMAIUU 3a/jaHust
OIIK OC-6.4 Pa3pabartbiBaeT IlaHbl M TeXHUUYECKHE | Y CTHOe
3aZlaHsl  Ha  OCHAIlleHWe  OT[eJoB, | cobecemoBaHMe
naboparopuii, 0(h)vCOB KOMITbIOTEPHBIM U | W/UH
CeTeBbIM  00OpYy/IOBaHWEM C YYETOM | MTPAKTUUYECKHE
MHGOPMaIIMOHHOW 0e30MMacCHOCTH 3a/1aHus

6.2.2 TunoBble oO1jeHOYHBIE CPeACTBA NPOME)XXYTOYHOHN aTTecTaliu

7 OcHOBHas yyeOHasi 1MTeparypa

1. Kubepbe3onacHocTs. ['1aBHbIe npuHImnb! (pdf+epub).320 cTp. 2023r.

[CatiT] — URL: https://api.dtf.ru/v2.8/redirect?to=https%3A%2F%2Fuuwgc.com%?2Fg
%2F980pilrilieb603532f88dc560e4ad%2F%3Ferid%3D2V Sb5y VhyU4%26ulp%3Dhttps
%253A%252F%252Fwww litres.ru%252Fbook%252Frik-hovard%252Fkiberbezopasnost-

glavnye-principy-pdf-epub-70870277%252F%?26subid%3Danton=3319428

2. Hukura Ckpamrios, Kali Linux B geficTBun. Ayaut 6e30macHOCTH MHGOPMALIMOHHBIX CUCTEM

(pdf+epub).

[Hara Hanucanus: 2024
O6pem: 385 cTp.

ISBN: 978-5-4461-2154-0

[Caiit] — URL: https://www litres.ru/book/nikita-skabcov/audit-bezopasnosti-informacionnyh-

sistem-pdf-epub-27443405/?

utm_source=admitad=cpa=admitad=122448=38f821b32583775611106450c6ca7456

8 lonmostHUTE/TbHAs yueOHasi IUTepaTypa U CipaBoOYHast
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1. Hudposas rurveHa, aBTopel: Virops Ammanos, Haranbs Kacnepckas
[Hara Hanmcanus: 2022

O6wem: 508 ctp. 97 wnmocTpanui

ISBN: 978-5-4461-1938-7

[Caiit] — URL: https://www litres.ru/book/igor-ashmanov/cifrovaya-gigiena-67148719
9 Pecypcol cetu VIHTEepHeT

1. http://library.istu.edu/
2. https://e.lanbook.com/

10 IpodeccuoHanbHBIE 0a3bl JAHHBIX

1. http://new.fips.ru/
2. http://www1.fips.ru/

11 IlepeyeHb HHAOPMALMOHHBIX TEXHOJIOTHH, JIMEH3HOHHBIX M  CBO0O/HO
PacrpoCTpaHsieMbIX CHeHA/TM3MPOBAHHBIX MPOrPAaMMHBIX CPeACTB, MH(OPMAIHOHHBIX
CIIPaBOYHBIX CHCTEM

1. JIniieH3UOHHOE TTporpaMMHoe obecrieueHre CUCTeMHOe IPOrpaMMHOe obecrieueHue
2. JIniieH3MOHHOe MTporpaMMHoe obecriedeHue ITakeT MpUK/IaZHBIX 0(HUCHBIX IPOrPaMM
3. JIurieH3uoHHOe TIporpaMMHoe obecrieueHre IHTepHeT-Opay3ep

12 Marepua/ibHO-TeXHHUYECKoe ofecrieyeHUue AUCIUILTHHBI

1. YuebHas ayiuTOPHS J/IsI TIPOBE/IEHUS JIEKIJUOHHBIX 3aHSTHUMH, TPYIIOBBIX U UHAWBUYaTbHbBIX
KOHCY/IbTal[|i, TEKYI[ero KOHTPOJISI U TIPOMEKYTOUHOM aTTectariu. OcCHallleHre: KOMITIEKT
yuebOHOI Mebenu, pabouee MeCTo TipeTiofiaBaTeisi, I0cka. MynbTUMeAuiiHOe 000pyj0BaHe (B
TOM UMCJie TIePEHOCHOE): MYJIbTUMeIUMHBIN MPOEKTOP, SKpaH, aKyCTUUecKasi CUCTeMa,
KOMIIBIOTEP C BBIXOZIOM B UHTEpHET.

2. YuebHast ayAUTOPUS /IJ1s1 TIPOBE/IeHUsT Tab0paTOPHBIX/TIPAKTUYECKUX (CEMHHAPCKUX) 3aHATHH,
TPYIIIOBBIX Y UHIUBUYa/IbHBIX KOHCY/IbTALIUH, TEKYILEr0 KOHTPOJIS U MPOMEXYTOUHOH
atrectauyu. OcHallleHHe: KOMIUIEKT yuebHoM Mebenn, pabouee MeCTo mperofiaBaresis, A0CKa.
MynbTuMeaniiHOe 000py/J0BaHKe (B TOM UMCJ/Ie TIEPEHOCHOE): MY/IbTUMeIUHHbBIN TPOEKTOP,
9KpaH, aKyCTHUYeCKas CUCTEMa, KOMIIbIOTED C BBIXO/JIOM B UHTEPHET.



