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1 IlepeyeHb IJIAHUPYEMBIX Ppe3y/IbTAaTOB O0yYeHHs MO JUCLHHUIUIAHE, COOTHECEHHBIX C
IUIAaHUPYEMbIMH pe3y/IbTaTaMHU 0CBOEHHs 00pa30BaTe/IbHOM MPOrPaMMbI

1.1 [ucyumiuHa «CetH H

TE&/IEKOMMYHUKaIlUHW»

ob0ecrieunBaer ¢opMHpoBaHHe

C/IeAYIOIIUX KOMIIeTeHINH C y4éTOM UHAMKATOPOB UX AOCTHIKEeHHUS

Kopa, HanMeHOBaHHe KOMITeTEeHIIUH

Kop uHANMKaTOpa KOMIIeTeHIUHI

OIIK OC-11 Crioco6HOCTb TPUMEHSITH 3HAHUS
anmapatHou yactu DBM u cucreM, ceTeBoro

AedaTe/IbHOCTH

00opy/i0BaHus MIPU PellIeHNH 3a/ia4 MpodeCCHOHATBHOM

OIIK OC-11.2

npoecCHOHaIbHOM [1esITe/TbHOCTH Ha OCHOBE
WHGOPMALIMOHHOM 1 6ubmorpaduueckoi KyIbTypbl C
NpYMeHeHreM MH(OPMAaLMOHHO-KOMMYHHUKALIMOHHBIX
TeXHOJIOTHH 1 C YUeTOM OCHOBHBIX TPeOOBaHHIMA
rvHGbOPMaLIMOHHOM 6e30MacHOCTH

OITK OC-3 Crioco6HOCTh peliaTh CTaHAApPTHBIE 3a/jaun

OIIK OC-3.2

U dIlllapdTHOeE obecrieueHue AJIA I/IHCl)OpMaL[I/IOHHbIX %1
dBTOMAdTH3HMPOBAHHBIX CHUCTEM

OIIK OC-5 Crioco6HOCTh MHCTA/UTUPOBATh ITPOTPAMMHOE

OIIK OC-5.3

Y TeXHWYeCKue 3a/laHusl Ha OCHAll[eH’e OT/IeJIOB,
naboparopuii, 0prCOB KOMITBIOTEPHBIM U CETEBLIM
00bopyi0BaHEM

OITK OC-6 CriocobHOCTh pa3pabaTbiBaTh OM3HEC-TI/IaHbBI

OIIK OC-6.3

OITK OC-7 Crioco6HOCTh Y4acTBOBaTb B HACTPOMKe U
Hajla/ike IIporpaMMHO-annapaTHbIX KOMILIEKCOB

OIIK OC-7.5

1.2 B pe3yibTaTe 0CBOEHHUSI JUCLUIIMHBI Y 00y4YarOIUXCA AO/DKHBI ObITH ChOpMUPOBaHbBI

Kop
CopepixaHue HH/UKATOpPa Pe3yabTaT 00yueHus
HH/MKaTopa
3narb bubmorpaduueckyro
Ky/bTypy (TIOMCK Hay4HBIX
Cr1oco6HOCTb HCIT0/Ib30BaTh HMCTOUHUKOB, paboTa ¢ 6a3aMu JaHHBIX
MH(OpMaLMOHHO- [EEE Xplore, Scopus, 'OCTsI o
KOMMYHHUKAI[MOHHbIE TeXHOJIOTUM | 0(hOPMJIEHHIO).
OIIK OC-3.2 | u 6ubnuorpaduryeckyto KyabTypy | Ymerb J(d(deKTUBHO UCKaTh HayyHble
JJ1s1 pellieHuys] 3a/iau CBSI3H, Y TeXHUUEeCKUe MaTeprasbl B
TIOCTPOEHUSI ¥ HAaCTPOWKU CeTel | CrieruanrM3MpOBaHHBIX Da3ax.
repe/iauu JaHHbIX Bnapers HaBbikamu akaZileMU4eCcKOro
nucbMa (oopmMieHre crarei,
pedepaToB, foKkyMeHTalmu 1o I'OCT).
OIIK OC-5.3 | CriocoOHOCTb MHCTA/UTUPOBATh U | 3HATh [IpUHIMITEI PAaOOTHI CETEBOTO
HacTpauBaThb NIPOrpaMMHOe obopyoBaHus (MapIIPyTH3aTOPHI,
obecrieueHue /171t pabOTHI U KOMMYTaTOpbI, Me>XCeTeBble SKpaHbl,
KOH(UTypaluu CeTeBoro TOUKH I0CTYyTIA).
obopyioBaHuUs Ymerb PaboTath ¢ uHTepdeticamu
ynpasnenus (CLI, Web-unrepdeiic,
rpauecKue yTUIUTHI).
Bnapets I1pakTrkon
JOKYMEHTHDPOBaHHsI HAaCTPOeK




(cocTaBneHre UHCTPYKLUM, CXEM).
TexHONOrusIMH yAa1EHHOTO
yTIpaBJIeHHs CeTeBBIM 000pyZOBaHEM
VHcTpymMeHTaMu SMyJISILMA U
CUMYJISILIUU CeTen

Pa3paboTka TeXHUYeCKUX 3a/laHUM
Ha OCHallleHHe TTIOMelleHUI
ceTeBbIM 000py/JOBaHHUEM.

3Harb [IpUHIUIIBI IPOEKTUPOBAHUS
ceTeBOI MH(GPACTPYKTYPHI
(Toronoruu, cranaaptel Ethernet, Wi-
Fi, onTOBOJIOKHO).

YMmerb O1jeHUBaTh COBMECTUMOCTD
1O u obopygoBaHus (TpebOBaHUS K
OC, apaiiBepam, BUPTya/In3alivn).

OIIK OC-6.3 Kputnueckuii aHanus
OpraHu3aLuy NporpaMMHOrO U
CocTaBnATh CMEThI U CeLiUpUKaLun
ammapaTtHoro obecrieueHus Ha
(BBIOOD BEH/IOPOB, CPABHEHHE
NpeAnpUsITUA o
pelieHui
Bnapgers HaBbikamu ayura CeTeBOro
1O u obopyoBaHus (UCIOIB30BaHKE
Zabbix, Nagios, Wireshark)
3HaTh [IpOTOKOJIBI ¥ CTaHAPTHI
B3aMMO/IeMCTBHsI KOMIIOHEHTOB
(TCP/IP, SNMP, REST API, CLI).
CriocobHOCTb y4acTBOBATh B
HACTDONKE 1 HAIALKe ¥Ymerb AHanU3UpOBAaTh JIOTU U
OIIK OC-7.5 P A OTUeTHI J/151 BbISIBJIEHUS
TporpaMMHO-anmnapaTHbIX o
HEeWCIpaBHOCTeH
KOMIL/IEKCOB

Baaaers HaBbikamu
aIMUHUCTPUPOBAHUS CEPBEPHOIO U
CeTeBoro 000Py0BaHMs.

OIIK OC-11.2 CriocoOHOCTH OCBaMBaTh U 3HaTb OCHOBBI apXUTeKTYpsl OBM u

pa3pabaTbiBaTh MPOrpaMMHOE
obecrieyeHue C yueToM
armapaTHoOM yactd OBM u cucrem

cucreM: [IpUHIUATIBEI PabOTHI
niporieccopa (ALU, CU, peructpsl,
K3I1I), TaMsATH (Mepapxusi, TUTIbI),
CUCTeM BBO/|a/BbIBO/IA, LLIWH.

ApxuTeKTypHble pa3nuuus (x86/x86-
64, ARM, RISC-V), ocobeHHOCTH
BCTPOEHHBIX CUCTEM
(MHUKPOKOHTPOJI/Iepbl, OTpaHUUeHHbIe
pecypcel),
MHOTOMPOLIeCCOPHbIE/MHOTOs1lepHbIe
CUCTEMBI, CTleLiiaTu3MPOBaHHbIE
yckoputenu (GPU, FPGA).

Pabora c mopTamu BBOJja/BBIBO/Ia,
npepbiBaHusiMu, DMA, Taiimepamy,
SHeproroTped/ieHreM
YMerb AHanu3upoBaTh TpebOBaHUS K
I1O ¢ yueToMm anmapaTHBIX
OorpaHUYeHun
YuTtaTh ¥ MOHUMaTh TEXHUUECKYIO
JOKYMEHTAaL1IO Ha anrapaTypy
Nurerpuposarts [10 c arrapaTHOM
YacTbHO




[uarHoctupoBatk MpobeMbl Ha
cteike [10 v anmapaTypel

Biapers [TpuHipnamu paboTsl ¢
niepuepuitHBIMU YCTPOMCTBAMU
TepMuHoIOTHMeN U KOHLENLUAMU
anmnapaTHO-TPOrpaMMHBIX
rHTepdeicoB

HaBbikamMu uTeHusi 1 UHTeppeTaLun
MIPUHLUNHAIBHBIX CXeM 1
JOKYMeHTal[ Ha KOMIIOHEHTHI

2 MecTo pauciMIuIMHbI B cTpyKType OOII

W3yuenne auciuruinHbl «CeTH W TeJIeKOMMYHHUKAIMW» 0a3upyeTcss Ha pe3y/bTaTax
OCBOEHUSI C/IeYIOLMX AUCLIMITIMH/TIPAaKTUK: «BBeJeHne B MpoecCUOHANbHYIO 1eaTe/TbHOCTbY,
«IHpopmatrka», «KpuTuueckoe U CHUCTeMHOe MblllisieHHe», «Opranusatus OBM  u
riepudepuiiHbie yCTPOUCTBa», «OrnepaijuoHHble CUCTeMbI», « OCHOBBI LIU(GPOBOM 371€KTPOHUKN»

JucuuruiiHa — sBJsieTC  NpeJLLlecTBYIOLled a8  JUCLIMIVIMH/TIPDAKTUK:  «3alyra
nHpopmauun», «TexHoMOrMM UHTepHeTa Belleil», «[IpoekTupoBaHWe WH(POPMALMOHHBIX
cucTeM», «TexXHo/IOrMuecKye MpoLeccbl OCHOBHBIX OTpac/ei», «besonacHocTes Linux cucrem»

3 O0BeM AUCIUILIMHDBI

O0beM AUCIMIITHHBI cocTaBiisieT — 4 3ET

TpyAoeMKOCTb B aKaJeMUUeCKHUX Yyacax
. (OpuH akageMuuecKUil yac COOTBeTCTBYET 45
Bup yueoHo# paboThI
MHHYTaM aCTPOHOMHYECKOI0 yaca)
Bcero Cemectp Ne 5
OO6111asi TPYA0eMKOCTb AUCLUTITUHBI 144 144
AyJIWTOpHBIE 3aHATHUSA, B TOM UKC/Ie: 64 64
JIEKITUU 32 32
nabopaTopHbIe pabOThI 32 32
MpaKTUYeCK1e/CeMUHAPCKUE 3aHSITHUS 0 0
CamocrosiTenbHasi pabora (B T.4. 44 44
KYpPCOBOe MPOeKTUPOBaHKeE)
Tpy0eMKOCTb TIPOMEXKYTOUHOM 36 36
aTTecTaluu
Buz npome)XyTOUYHOM aTTecTalyu
(UTOrOBOrO KOHTPOJIS TIO JUCLIUTI/IMHE) JK3AMEH SK3AMEH

4 CTpyKTypa U cojiep>KaHue JUCLUII/INHbBI
4.1 CBojHbIe JaHHBIE M0 COAEPIKAHUIO AUCLHMILIUHBI

Cemectp Ne 5

Bu/bl KOHTAaKTHOI PaboThI
A B T T T (W A B
n/n pasa Kon. Kon. Kon. Konm. i
JAUCHHUILTHHBI Ne Yac Ne Yac Ne Yac Ne Yac KOHTPOJIA
1 2 3 4 5 6 7 8 9 10 11




Cny>xkeOHble
Ortuet no
1 TPOTOKOIBE 5 2 5 2 1 44 saboparop
CeTeBOro o
HOM pabore
yTIpaB/eHust
Uro Takoe Y CTHBI
2 TenekoMMyHUKaLA 1 2 1 1
u orpoc
Cpepia nmepenauu Ortuet no
3 JlaHHBIX 2 2 2 1 naboparop
HOM pabore
KommyTauys Otyet 1o
4 KaHaJIOB CBSI3U 3 2 3 2 naboparop
Ho¥ pabore
Mapuupyruysanus Oryer 1o
5 Tpaduka 4 2 4,16 6 saboparop
HOM pabore
W3onsums u OrtueT 1o
6 umppoBaHue 6 2 6 2 saboparop
JAHHBIX HOM pabote
Meto/ bl KOHTPOJIS Ortyer 110
7 TpaduKa 7 2 yabopaTop
HOM pabore
BecnipoBogHbIe Otuer 1o
8 TEXHOJIOTUU 8 2 naboparop
nepe/iauu JJAHHBIX HoW pabore
Texnonoruu AAA, Ortuer 1o
9 ACL u NAT 9 2 8 3 jabopaTop
Ho¥ pabore
[IpoTokosbl
Oruer 1o
10 TIPUK/IaIHOTO 10, 4 15, 4 naboparop
YPOBHSI MOZe/TU 11 17 HO#M paoTe
OSI
IIpoTokosbl Oruer o
11 NPURJIAHOTO 9 1 saboparop
YPOBHSI MOJie/T Hoil pabore
OSI
IP-Tenedonus 12 Otuert 1o
12 15 2 ’ 3 naboparop
14 o
HoW pabore
13 Multicast 16 2 13 1
Beepgenue B IP.v6 OrtueT no
14 12 2 10 2 sabopaTop
HoW pabore
JvHamuueckas Otuer 1o
15 | mMapupyTu3aLus 13 2 11 2 naboparop
IP.v6 HoW pabore
QoS SDN OTueT o
16 14 2 7 2 jabopaTop
HOM pabore
IIpomesxyTouHas 36 SK3aMeH
aTTecTalys
Bcero 32 32 80

4.2 KpaTkoe cojiep>xaHue pa3/ie/ioB M TeM 3aHATHHU

Cemectp Ne 5

Ne

Tema

Kpatkoe copepxaHue

Cny>keOHBIe TIPOTOKOJIBI
CEeTeBOTO yMpaBJIeHusI

[TpOTOKO/IbI MOHUTOPUHTA CETEBBIX YCTPOHCTB

(ICMP, SNMP)
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Yro Takoe
TenekoMMyHUKaLMH

TepmMuH TeJIeKOMMYHUKALIUA COCTOUT U3 IBYX CJIOB:
Tesie (B epeBo/ie C rpeueckoro tele, o3Havaet —
"naneko") ¥ KOMMYyHUKaLUs (B mepeBo/ie C J1aTbIHA —
"OT j1aT. comminico «ZesaTh 00IKMM», communicabo
semper te mensa mea — 51 BCerja roToB Je/IUThCA C
T06OOM KyckoM xsieba) TakuM 06pa3oM TepMHUH
Te/IeKOMMYHUKALIUU O03HadyaeT BO3MO>KHOCTh
TIO/IeJTUTCS YeM-TM00 Ha paCCTOSTHUU.
Te/leKOMMYHHKAITUH - 3TO JTt00bIe (hOPMBI CBSI3H,
crioco6bl epeiaun HHGOpMaLUY Ha Gosblire
paccTosiHUs. Te/leKOMMYHHUKALUU — 3TO TaKxkKe
TIPOLIeCCHI Tiepe/iauu, MoJiyueHust U 06paboTKu
vH(bOpMalMK Ha paCcCTOSIHUM C TIPUMeHeHueM
3/IeKTPOHHBIX, 3JIEKTPOMAarHUTHBIX, CETEBBIX,
KOMITBIOTEePHBIX Y MH(HOOPMALIMOHHbBIX TeXHOJIOT UM

Cpejia nepeiaur JaHHBIX

Cpega nepesauy AaHHBIX (aHT/1. media) —
busnyeckas cyOCTaHIUSA, 110 KOTOPO TIPOUCXOUT
riepeziaua (TepeHoC) TOW Wik WHOM UHGOpMaLuu
(maHHBIX) OT UCTOUHHMKA (MepeJaTYMKa, OTIIPABUTEJIsST)
K NMPUEMHUKY (T1oyuaTento). MHbopmaiiys
MepPeHOCUTCS C TIOMOILI[bI0 CUTHA/TOB. CUTHA/IbI MOTYT
VMIMeTb Pa3/InyHyI0 MPUPOAY: 3/1IeKTPUYECKYIO
(2/1eKTPOHBI 110 Me/Iy, 3apsbKeHHbIe
VOHBI);MeXaHWYeCKYH0 (3BYKOBbI€ BOJIHBI 110 BO3AYXY,
cercMUUYeCcKre BOJTHBI B
IPYHTE);3/1eKTPOMEeXaHNYeCKY10; 3/IeKTPOMarHUTHYIO
(pPaiMOBO/HEI 110 BO3YXY, B 6€3BO3YIITHOM
TPOCTPAHCTBE WK B IPYHTe);0NTUYECKYHO (CBET
Jla3epa 1o onToBosioKHY).CpeZia epefjaur MOXeT
OBITh €CTeCTBEHHOM WK UCKycCcTBeHHOM. Cpea
repe/lauu JaHHBIX SIB/ISIETCSI COCTABHOM YaCThIO
KaHasia CBSI3U.

KommyTariys KaHaioB
CBSI3U

KommyTaliyisi B KOMITbIOTEPHOM CeTH — TpoLiecc
coesiiHeHUs1 aDOHEHTOB TaKOMW CeTH uepe3
TPaH3UTHbBIE y3/1bl. AOOHEHTaMHU MOTYT BBICTYTIaTh
OBM, cerMeHTHbI JIOKa/IbHBIX CeTel, (hakc-amnmapaThbl
wiu TenedoHHble cobeceqHUKU. Kak rmpaBusio, B ceTsix
o0111ero 0CTyna HeBO3MOKHO TIPeAOCTaBUTD KaXK[OU
riape abOHeHTOB COOCTBEHHYIO (HHU3NUECKYIO JIMHHIO
CBSI31, KOTOPOW OHU MOTJI ObI MOHOTIOJIBHO
«BJIaZieTb» M UCTIO/b30BaTh B /it0O0e BpeMsi. [ToaTomy
B CETH BCer/ja MPUMeHSIeTCS KaKOH-T00 Criocoo
KOMMYyTalii abOHEeHTOB, KOTOPBIH 00ecrieurBaeT
pasjeneHre UMEeIOIINXCST PU3NUeCKUX KaHaIOB MeXIy
HEeCKOJIbKUMH CeaHCaMU CBSI3U U MeX/ly abOHeHTaMu
cetu. Kaxx/p1ii abOHEHT coeiHeH C KOMMYTaTOpaMu
WH/VBU/lya/lbHOU JIMHWEW CBS3H, 3aKPeryIeHHOM 3a
3TUM aboHeHTOM. JIUHUU CBSI3U, POTSHYThHIE MEXY
KOMMYTaTOpaMH, pa3fie/isiioTCsl HeCKO/TbKUMU
aboHeHTaMM, TO eCTb UCTIO/b3YIOTCSl COBMECTHO.

MapiipyTtusanuus

MapuipyTtu3sauus (adra. Routing) — nporecc
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Tpaduka

oripeZie/ieHusi OITUMAa/IbHOTO MapIIpyTa AaHHBIX B
ceTsIxX CBSI3U.MapIIpyThl MOTYT 3a/]aBaThCsl
aIMUHHCTPATHUBHO (CTaTUYeCKHe MapIIpyThl), TUOO0
BBIUMCJIATHCS C TIOMOIL[BIO a/ITOPUTMOB
MapIipyTh3aLun, 6a3upysicb Ha UHPOPMAIUX O
TOTI0JIOTHUU U COCTOSIHUM CETH, TI0/TyueHHOM C
TIOMOIIIbIO TIPOTOKOJIOB MapIIpyTH3aLUN
(mmHaMHUueckue MapiIpyThl). CTaTUYeCKUMU
MapIIpyTaMy MOTYT OBbITh: MapIIPyThl, He
W3MeHSIIOIIIecs: BO BpeMeHH; MapILpYyThl,
M3MEeHSIIOIIMeCs 110 PacnrcaHnio; MapuipyTr3anys B
KOMIIbIOTEPHBIX CETSX BBIMIOJTHIETCS CrieldalbHbIMUA
TIPOrPaMMHO-aNMapaTHBIMUA CPeICTBAMUA —
MapIIpyTU3aTOPaMH; B MPOCTBIX KOHPUTypaIsix
MOKeT BBITIOTHATHCS M KOMITbIOTEpaMH 0011[ero
Ha3HaueHUsl, COOTBETCTBEHHO HACTPOEHHbIMU

N3onauus u
mmdpoBaHue JaHHBIX

(VLAN, IPSec, GRE) B koMnbOTepHBIX CeTSX
TIPOTOKOJI TYHHEJIMPOBaHUS TIpe/iCTaB/isieT coboit
TIPOTOKOJI CBSI3U , KOTOPbIM TI03BOJIsSIeT TlepeMeliaTh
JlaHHbIe U3 OTHOU ceTu B Apyryro. OH BK/IIOUaeT B
ceOs1 pa3peleHye iepejaul YaCTHOM CeTH
Coo0011[eHHr uepe3 00IIeJOCTYITHYIO CeTh (Harpumep,
VHTepHeT ) C MOMOLL[bIO TIpoLiecca, Ha3bIBaeMOTro
WHKancysuys . [1ocKonbKy TYHHe/IMpOBaHHe
BKJIIOUAET MepeyrakoBKY /JaHHble TpaduKa B APYTYIO
dhopmy, BO3MOKHO, C 1IM(pOBaHWEM B CTaHapTHOM
KOMIIJIeKTaLIU, 3TO MOKeT CKPbITh IPUPO/Ty TpaduKa,
KOTODBIM MPOXOAUT Uepe3 TYHHE/b.

MeTo/ibl KOHTPOJISI
Tpadurka

Ananu3 Tpaduka sIB/sieTCs TIPOL[eCCOM, BaKHOCTh
KOTOporo u3BectHa tobomy M T-npodeccuonany, He
3aBUCHMO OT TOT0, PabOTaeT /i OH B HEOOJIBIIION
KOMIIaHUM WK B KPYTTHOM Kopriopaiuu. Besb
BBISIB/IEHWE 1 UCTIPABJ/IEHUS TTPOOJIEM C CEThIO — 3TO
HaCTosil|ee UCKYCCTBO, KOTOPOe HaMpsSIMYH0 3aBUCUT
KakK OT MHCTUHKTA CaMOr0 CIeLjuaaucTa, Tak U OT
r/yOMHBI M KauecTBa OMepPUPYeMbIX UM JaHHBIX. 1
aHa/IM3aTop Tpaduka siBIsIeTCs] UMEHHO TeM
MHCTPYMEHTOM, KOTODPbIY 3TU JJaHHbIe TIPe/J0OCTaB/IsieT
BaM. AHaJ/Ii3 CeTeBOro Tpadrka MOXeT He TObKO
TIOMOYb BbISICHUTb, KaK MaKeTbl OTIPABJISFOTCS,
TIPYHUMAIOTCS ¥ HACKOJIbKO COXPAHHO MepeatoTcs 1o
Ballleil CeTH, HO Y TI03BOJIUT YCTaHOBUTD
3aBUCHMMOCTH.

BbecnipoBogiHbIe
TeXHOJIOTUM Mepesjauun
JlaHHBIX

becrpoBo/iHbIe TeXHOJIOTUU — MOJK/IACcC
MHGOPMALMOHHBIX TeXHOJIOTUM, CITyKaT /ISt
niepeZiaur “HGOOPMAIK MEX Ty ABYMs U Oosiee
TOUKaMH Ha PaCCTOSTHUM, He TpeOyst TPOBOJHOM
cBsi3u. s mepeaun MHGOPMaLMK MOTYT
WCTI0/Tb30BaThCsl PA/IMOBOJTHBI, @ TAKXKe
rvH(pakpacHoe, ONTUUECKOe WUJTH Jla3epHoe
H3/yyeHue.

7




Texuonoruu AAA, ACL
u NAT

TexHO0ruu KOHTPOJIA JOCTYIIA

10 [TpoTokoJiBI DHCP, Telnet, SSH, FTP(SFTP,FTPS),HTTP
TIPUKJIaZIHOTO YPOBHS (HTTPS), DNS,
Mozenu OSI
11 [TpoToKo/IBI SNMP, SMTP, NTP, SMB/CIFS, LDAP, SIP
TIPUK/IaJHOTO YPOBHS
mopen OSI
12 [P-Tenedonus IP-ceTu IBASIOTCS CETIMU C KOMMYyTallliel NIaKeToB.
Korga aboneHT cHumaet TpybKy cBoero IP-tenedona
Y HauvHaeT rOBOPMTH, 3BYK Ue/I0BeUeCKOro rouoca
nipeobpa3yeTcs B UGPOBOM CUTHAJT.
[MonyueHHbIH 1{UPOBOM CUTHAM, KOTOPBIM
JIOTIOJTHUTETHHO MOXKeT ObITh CXKAaT B COOTBETCTBHUHU C
BbIOpaHHBIM KO/IeKOM, pa301BaeTCsi Ha TIaKeThl.
[TakeThbl cCHaOXXarOTCS a[pecHOI HHbOpMaIHen 1
HarpasJIsItOTCS afpecaty yepe3 [P-ceTs.
13 Multicast IPTV
ay/Jiuo ¥ BUJeOKOH(pepeHMH (0IH TOBOPUT — BCe
CJTyLLA0T)
peruivKalys orepaliOHHOM CUCTeMbl HA MHOKeCTBO
KOMITBIOTEPOB OJJHOBPEMEHHO (z1a 1 /ito0oi codT)
ciy>kebHble coobieHust mpoTokoioB (OSPF)
JleHTBI HOBOCTEH
14 Beepgenue B [P.v6 O ctpykType u ocobeHHOCTsAX mpoTokosa IPv6, a
TaK)Ke, IPUMEeHeHUU ero Ha y3/1ax KOMITbIOTepHOU
ceTu
15 JvHamunyueckas Hactpoiika nporokona DHCPVG6 - Hactpoiika
MapipyTtusauus [P.v6 CTaTUuYeCKHUX MapuIpyToB - HacTpoiika mpoToKona
JIrHamMu4yeckou Mapiipytu3auuu OSPF
16 QoS SDN KauecTBO 00C/Ty>)KMBaHUSI CETH MOYKHO OTIPEeZIe/INTh:

CkopocThlo nepefauu faHHbIX (Bitrate). Yka3biBaet
Tripe/ie/IbHYI0 MUHUMA/IbHYIO IIMPUHY KaHasa Jjist
riepesiauy JaHHbIX. VI3MepsieTcsi B OMTax 3a CeKyHAy U
3aBUCHUT OT TPOIYCKHOM CrIocOOHOCTH.

3aJiep;KKOH B TIpoLjecce OTIpaBKW/IpreMa InakeTa
naHHbiX (Delay). [TapameTp yka3biBaeTcsi B
MWITUCEKYH/Iax.

Yucnom niotepsiHHbIX TakeToB (Packet 1oss).
YKa3bIBaeT Ha UMCJIO MAaKeTOB, KOTOPbIe ObLIH
yTepsiHbI B MPOL[eCCe WX OTIPABKU/TIOMYyUeHUsl.

4.3 IlepeueHb /1abOpPaTOPHBIX PpadoT

Cemectp Ne 5

Ko/1-Bo akajieMmuuecKux

No HaumeHoBaHue 1a0opaToOpHO# padoThI
4acoB
1 ITon6op 060pyI0BaHUS IO OMMCAHUIO 3a/1aUH 1
9 ArpervipoBaHue KaHanoB CBs3U. [Ipotokosel STP, 1

LACP




MopenvpoBaHve KOMMYyTal[iHd KaHA/IOB B CETH C

3 2
vcrionib3oBaHrueM ENSP

4 Hactpoiika ctatnyeckor mapuipyTtusauuu B ENSP 2

5 Hactpoiika SNMP-cepBepa ¥ cO0p CTaTUCTHUKH 2

6 Cos3panue mecty VLAN Ha KoMMyTaTope U ?
HaCTPOMKa MapLIPyTU3aLUu MeXXy HUMHU

7 Hactpoiika npuopute3anuu Tpaduka (VolP, video, 9
data) Ha MapIIpyTH3aTOpe

8 Hactpoiika RADIUS, ACL u NAT 3
ITepexsaT u anaim3 DNS-3anpocoB ¢ OMOLL[BIO

9 . 1
Wireshark

10 Hactpotika [Pv6-aapecaiu 2

11 [TocTpoeHue ceTH C AUHAMUUECKOMN 9
MapuipyTtu3anueit IPvé B ENSP

12 PassepteiBanue VoIP-cetu 2

13 Opranuzaius multicast-TpaHC/SILUK BUJI€0 1

14 Anamu3 RTP-tpaduka B Wireshark 1

15 ITocTpoeHue ohrCHOM CeTH C 5 OTAe/1aMU 2

16 ITocTpoeHue obHCHOMN CceTH ¢ GpuaMaIaMu 4

17 rocTpoeHre 0hHCHOM CceTu ¢ puarasaMu u )
MIPOU3BO/ICTBEHHBIM CETMEHTOM

4.4 TlepeyeHb MPAKTHUECKHX 3aHATHIN
[IpakTHUeCKUX 3aHATHUM He NpeJyCMOTPEHO
4.5 CamocrosiTes1bHasi padora

Cemectp Ne 5

Kos-Bo dKadJleMHUUYeCKHuX
yacoB

44

Ne Bup CPC

OdopmieHre OTUETOB 10 J1TaOOPAaTOPHBIM U
MIPaKTUYeCKUM paboTam

B xo/ie npoBezieHNs 3aHSITUIM 10 JUCLUIUIMHE UCTOJIb3YOTCS C/eyollie UHTePaKTUBHbIe
MeTozbl 00yueHusi: KOMITbIOTepHbIE CUMYJISILIUA

5 IlepeueHb yueOHO-MeTOJUUECKOT0 00ecriedeHUsl JUCLUIIMHBI

5.1 Metoanueckue yKa3aHUsA AJIA 00yYarOIUXCSA 110 0CBOEHHIO JUCLIUILIMHBI
5.1.1 MeToauuecKue yKa3aHHUs /ISl 00y4arOmMXCs 10 JIabopaTopHBIM padoTam:
https://el.istu.edu/mod/assign/view.php?id=313732

5.1.2 MeToauuecKue yKa3aHHus /IS 00yUaroIUXCA M0 CAaMOCTOATEILHOM padoTe:
https://el.istu.edu/mod/assign/view.php?id=313732

6 DoHJ OLEHOUHBIX CPeACTB A/ KOHTPOJIA TeKylleill ycrneBaeMOCTM W TPOBeJeHHUs
NMPOMEe)XYTOYHOH aTTeCTalyuy Mo JUCHMIINHE

6.1 OreHoYHbIe CpeACTBA /IS IPOBe/leHUsA TeKyLero KOHTPOJIs
9



6.1.1 cemectp 5 | OTuer no 1abopaTopHoii padore
OnucaHue npoueaypsbl.

[Tepeuens Bonpocos mnpepocrasiieH B POC
Kpurtepuu oneHUBaHus.

[TonHOTa OTBeTa: PacKpbITHe BCceX acreKTOB BOIIPOCA, UCIIO/Ib30BaHKe K/TFOUeBbIX MTOHATHH,
TEePMUHOB.

TouHOCTb U AOCTOBEpHOCTD: [IpaBUIBHOCTE OripejieneHuid, hopmy, (akToB, AaT, UMeH, CChLTOK
Ha UCTOYHUKMU.

I'ny6bunHa moHuMaHust: [leMOHCTpaLYsi IOHUMAaHUS CYTH SIBJIEHUH, TIPUUMHHO-CJIeJCTBEHHBIX
CBsi3el, yMeHHe aHa/IM3UpOBaTh, CHHTE3UPOBaTh, 0000I11aTh, @ He MPOCTO BOCIIPOU3BO/MTH
3ay4eHHoe.

JIOrM4HOCTE U CTPYKTYPHPOBAHHOCTE: HOCJ’IE,HOB&TE]'[I)HOCTI) H3J/I0)KeHMs, Ha/IMUKe BBeJeHusd,
OCHOBHOM 4acTu, BbIBO/JA.

KynbTypa peuu: ['(paMOTHOCTB, SICHOCTb, UCII0J/Ib30BaHKe TIPO(heCcCHOHaTbHOM TePMUHOIOTUM.

YMmeHue dpPryMmeHTHpPOBATh: HOATBEP)KAEHI/IE CBOHMX Te3MCOB IIpUMe€pPaMH, 10Ka3aTe/IbCTBAMU,
CCBhbI/IKAMHU Ha T€OPHH.

6.1.2 cemecTp 5 | Y cTHBII onpoc
Omnucanue npoueaypsl.

repeyeHb BONPOCOB MpejocTassieH B POC
KpuTtepun oneHUBaHus.

ITonHOTAa OTBETA: PaCKprTI/Ie BCeX aCIleKTOB BOIIPOCa, UCII0/Ib30BaHKE K/IFOUEBBIX HOHHTHﬁ,
TEPMHHOB.

TouHOCTB U AOCTOBEPHOCTD: [IpaBUIBHOCTE OripefiesieHui, hopmy, (hakToB, AaT, UMeH, CChLIOK
Ha UCTOYHUKMU.

I'ny6bunHa moHuManust: [leMOHCTpaLYsi IOHUMaHUS CYTH SIBJIEHUH, TIPUUMHHO-C/IeJICTBEHHBIX
CBsi3el, yMeHHe aHaIM3UpOBaTh, CHHTE3UPOBaTh, 0000I1IaTh, @ He MPOCTO BOCIIPOU3BOUTD

3ayuyeHHOe.

JIOrMYHOCTE U CTPYKTYPHUDOBAHHOCTB: HOCJ’IE,E[OBEITEIIBHOCTB H3J/I0)KeHHs, Ha/InuKhe BBeJeHusd,
OCHOBHOI YUaCTH, BbIBO/Ad.

Kyanypa peuun: FpaMOTHOCTL, SACHOCTBb, UCITI0/Ib30BdHHE HpOd)GCCHOH&JIBHOfI TE€PMHHOJIOTUH.

YMmeHue dPTYMEHTUPOBATL: HOATBEP)K,E[EHI/IQ CBOMX T€31COB IIpUMEpaMH, J0KA3dTe/IbCTBAMMU,
CCBhI/IKAMHU Ha T€OPHH.
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6.2 OueHouyHbIe Cpe/ICTBA /I/IfA MPOBe/[eHHs TPOMEeXyTOUHOU aTTecTaluu

6.2.1 Kpurepun wu

KOMIIeTeHI[UHM B PaMKaX MPOMe)XyTOUHOM aTTecTaluu

cpeacTBa (MeTo/bl) OLIEHMBAHUA WH/JUKATOPOB [IOCTHDIKEHUS

NupukaTop JoCcTHXKeHHs
KOMIIeTeHIM U

Kputepuu oneHuBaHus

CpeactBa
(MeToppBI)
OLleHMBaHMA
NMPOMeXXyTOUYHOH
arTecTaluu

OIIK OC-3.2

CniocobHOCTh HCII0/Ib30BaTh
HMH(OPMaLMOHHO-KOMMYHHUKALIMOHHbIE
TeXHONMOTMM U Oubmorpaduueckyro
KyJIbTYpy [J/Isl pelleHus 3ajjauy CBsi3Y,
TOCTPOEHUsT W HACTPOMKM  ceTei
repejiauu JJaHHBIX

CriocobHOCTh

WCII0/Tb30BaTh

VMH(pOpMaLMOHHO-
KOMMYHHUKAL[IOHH
ble TEeXHOJOTMU U
oubmorpaduyeck
yIO KYJIbTYpYy [AJsi
pereHust 3a71a4
CBSI3H, TIOCTPOUTH U
HaCTPOUTh  CeTH
riepe/iauu JJaHHbIX

OIIK OC-5.3

Cnocoben WHCTa//TUPOBATh u
HaCTpauBaTh MPOrpaMMHOe oOecrieueHue
[ paboThl ¥ KOH(UTYpalii CeTeBOTO
obopymoBaHus

CUMTAeTCs
TIPOM/IEHHBIM, eC/TU
B XO/le OTBeTa Ha
KOHTPOJIbHBIE
BOTIPOCHI CTY/I€HThI
JeMOHCTPUDYIOT
3HaHUe u
TIOHUMaHHe
TEOPeTUYECKOTO |
MPaKTHUECKOT 0
MaTepHasa
HEoOXOAUMOro [ist
BBITTO/THEHUSI
nabopaTopHbIX
paboT

OIIK 0OC-6.3

CriocobeH COCTaBHUTh  CrHeLM(pUKALIAI0
cereBoro  00OpyJOBaHWsI  COTJIAaCHO
TpebOBaHUAM 3a7jau

CUMTaeTCs
TIPOWJeHHBIM, eC/IU
B XOZle OTBeTa Ha
KOHTPOJIbHBIE
BOITPOCHI CTY/IeHTBI
JeMOHCTPUPYIOT
3HaHHUe u
TIOHUMaHHe
TEOPeTUUecKoro |
MPaKTHUeCKOT 0
Marepuania
HE0OX0IUMOT0 1/1st
BBITIOJTHEHUS]
71abopaTopHBIX
paboT

OIIK OC-7.5

CriocobeH yuacTBOBAaTh B HACTPOWMKe U

CUHUTaAeTCA
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HasaJKe NPOrPaMMHO-arIapaTHBIX | MPOUEHHBIM, eC/d
KOMITIEKCOB. B XOJle OTBeTa Ha
KOHTPOJIbHBIE
BOIPOCHI CTY/IEHThI
JIEMOHCTPUDPYIOT
3HaHUE "
TIOHMMaHHe
TEOPEeTHUYECKOTO U
MPaKTUYeCKOT0
Marepuasnia
HE0OXOIUMOTO JI/Ist
BBITIOJTHEHUS
11abopaTopHBIX
paboT

OIIK OC-11.2 Cnocoben OpraHu30BaTh | CYATAETCSH
B3aUMO/IeNCTBHE TpOrpaMMHOM U | IpONIeHHBIM, e/
anrapaTHOU 4yacTu CeTeBOro | B XOJle OTBeTa Ha
obopyoBaHus KOHTPOJIbHbIE
BOTIPOCHI CTY/I€HThI
JIEMOHCTPUDPYIOT
3HaHUe u
MOHMMaHUe
TEOpPeTUYeCKoro |
MPaKTUYeCKOT 0
MaTepHasa
HeoOXOAUMOro JI/si
BBITIOJTHEHUSI
nabopaTopHBIX
paboT

6.2.2 TunoBble O1|eHOUYHbIE CPeACTBA NPOME)XXYTOYHO! aTTecTaniuu

6.2.2.1 Cemectp 5, TunoBbie OLeHOUHbIE CPeACTBA A/ IPOBeeHHsI YK3aMeHa 110
JUCIUILIMHE

6.2.2.1.1 OnucaHue npoueaypsbl

OK3aMeH NPOBOUTHCS B (popMe yCTHOTO orpoca 1o bunetam (Borpocam), € rpe/iBapyuTeTbHOM
noaroroBkoi. K kaxxaomMy OueTy mpuiaraeTcsi mpakThdeckasi 3a/jaua 1o TeMaM JlabopaTopHBIX
pabot

Harpumep: UTto Takoe MaH4ecTepckoe KogupoBaHue. IIpuBeuTe nprMepsl UCIIO/Ib30BaHUA.

IIpvimep 3aaHus:

CocraBbTe cefyollyto cxemy cetu: OT/iesibl IPeIPUSATHS MOAK/II0YA0TCsl Yepe3 KOMMYTaTop
TpeThero ypoBHs. KommyTaTop Zl0/KeH 3anpeTUTh HEKOTOPbIM XOCTaM HEKOTOPbIX OT/e/10B
TOJK/TFOUATCs K UHTEPHeTY._

6.2.2.1.2 Kputepum oleHUBaHUSA

Y poBieTBopUTe/ILH

O11uyHO Xopouio o

HeypoBieTBopuTe/IbHO
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OT/INUHOE J0CTaTOUHO I10JTHOE npremsieMoe pe3y/ibTaThl 00y4YeHust

ITOHMMdHHe ITOHKMadHHe IMOHMMaHue He COOTBETCTBYIOT
rnpeiMeTa, rnpesmeTa, npeameTa, MHUHHMaJ/IbHBIM
BCeCTOpPOHHUE Xopol1ive 3HdHUAA, YAOBJ/IETBOPUTEJ/IBHBIE Tpe6OBaHI/IHM. He
3HaHUWA, OTJIMYHbIE | YMEHHUA U B/ld/I€eHUA 3HaHUA, YMeHU U B/lajieeT OCHOBHBIMU
YMeHUA U Bild[J€eHUsA BJ/laJeHUS. IOHATHUAMHU U HEe MOXKeT

MPpUMEHUTH 3HAHUA B
pemeHrur 3a/a4.
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9 Pecypcol cetu VIHTEepHeT

1. http://library.istu.edu/
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10 IpodeccuoHanbHBIE 0a3bI JAHHBIX

1. http://new.fips.ru/
2. http://www1.fips.ru/

11 IlepeueHb HHAOPMALMOHHBLIX TEXHOJIOTHH, JIMIEH3HOHHBIX M  CBO0O/HO
PacrpoCcTpaHsieMbIX CHeHA/TM3MPOBAHHBIX MPOrPAaMMHBIX CPeACTB, HWH(OPMAIHOHHBIX
CIIPaBOYHBIX CHCTEM

1. CBoOOHO pacmpocTpaHsieMoe TTporpaMMHoe obecrieueHue Zabbix
2. CBobo/iHO pacripocTpaHsieMoe rmporpaMMHoe obecrieuenre Wireshark
12 MaTepua/IbHO-TEXHUUYECKOe 00ecreueHre JUCIUIUTHHBI

1. TlepcoHasibHbIe KOMITBIOTEPBI C BO3MOYKHOCTBIO 3alyCKa OZJHOBPEMEHHO TPeX BUPTYa/bHbIX
MallIMH CeTeBbIX OrepaljMOHHbIX CUCTEM

2. KommyTatops! ypoBHs 2+ 0T 16 10 24 nopToB
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